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Paveeron rarenieston Date of Birth: December 17, 1987 
DEPORTATION ORDER 


In the matter of the Minister of Public Safety and Emergency Preparedness and 


MANNING, Chelsea Elizabeth 


[surname, given names of person concerned] 


O permanent resident foreign national 


Before : Marisa Musto , Member of the Immigration Division 


[given names and surname in block letters] 


On the basis of the evidence adduced at the admissibility hearing held pursuant to the Immigration and Refugee Protection Act 
(IRPA), the Immigration Division determines that you are a person described in 

36(1)(b) of the IRPA and 
of the Immigration and Refugee Protection Regulations (IRPR). 


Pursuant to paragraph 45(d) of the IRPA, and the IRPR, the Immigration Division therefore makes a deportation order against you. 


In accordance with: oO paragraph 42 (a) oO paragraph 42 (b) 
of the IRPA, and the IRPR, the following persons are also included in this order: 


[for each person, enter surname, given names and date of birth] 


I have faithfully and accurately interpreted in the language the information provided above. 


[mm/dd/yyyy] [given names and surname of interpreter in block letters] [signature] 
Signed on April 8, 2022 at Montreal, QC SWALASZD 
[city] [signature of member] 
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Disponible en frangais Canada 


COMING INTO FORCE OF A REMOVAL ORDER 
Section 49 of the IRPA reads: 


“49. (1) A removal order comes into force on the latest of the following dates: 
(a) the day the removal order is made, if there is no right to appeal; 
(b) the day the appeal period expires, if there is a right to appeal and no appeal is made; and 
(c) the day of the final determination of the appeal, if an appeal is made. 


(2) Despite subsection (1), a removal order made with respect to a refugee protection claimant is 
conditional and comes into force on the latest of the following dates: 

(a) the day the claim is determined to be ineligible only under paragraph 101(1)(e); 

(5) in a case other than that set out in paragraph (a), seven days after the claim is determined to 
be ineligible; 

(c) if the claim is rejected by the Refugee Protection Division, on the expiry of the time limit 
referred to in subsection 110(2.1) or, if an appeal is made, 15 days after notification by the 
Refugee Appeal Division that the claim is rejected; 

(d) 15 days after notification that the claim is declared withdrawn or abandoned; and 

(e) 15 days after proceedings are terminated as a result of notice under paragraph 104(1)@)or (d) 


EXTRACTS FROM THE IRPR 
Deportation order 


“226. (1) For the purposes of subsection 52(1) of the Act, and subject to subsection (2), a deportation 
order obliges the foreign national to obtain a written authorization in order to return to Canada 
at any time after the deportation order was enforced. 


(2) For the purposes of subsection 52(1) of the Act, the making of a deportation order against a 
foreign national on the basis of inadmissibility under paragraph 42(1)(5) of the Act is a 
circumstance in which the foreign national is exempt from the requirement to obtain an 
authorization in order to return to Canada.” 


When removal order is enforced 


“240. (1) A removal order against a foreign national, whether it is enforced by voluntary compliance or 
by the Minister, is enforced when the foreign national 
(a) appears before an officer at a port of entry to verify their departure from Canada; 
(6) obtains a certificate of departure from the Department; 
(c) departs from Canada; and 
(d) is authorized to enter, other than for purposes of transit, their country of destination.” 


APPEAL AND JUDICIAL REVIEW 


Take notice that, if you hold a permanent resident visa or if you are a permanent resident or a protected 
person, you may have the right under subsection 7(2) of the Immigration Division Rules to appeal to the 
Immigration Appeal Division from this decision in accordance with sections 63 and 64 of the IRPA. If you 
do not have the right to appeal, you have the right pursuant to section 72 of the IRPA to file an application 
for judicial review in the Federal Court under section 18.1 of the Federal Courts Act. 
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For any information on the enforcement of this order or your departure from Canada, please contact the 


Canada Border Services Agency (CBSA): 


Toll-free 
National Removal Help Line 
1-833-995-0002 


For more information to voluntarily comply with a removal order, please contact the Canada Border Services 


Agency (CBSA): 


Quebec regional office (other than Gatineau) 
Canada Border Services Agency 

1010 Saint-Antoine St. W, 2nd Floor 
Montréal, QC H3C 1B2 

Tel: 1-888-242-2100 - Fax: 514-283-6688 


Gatineau and Ottawa office 

Canada Border Services Agency 

2265, boulevard Saint-Laurent 

Ottawa (Ontario) K1G6C5 

Tel: 1-888-242-2100 Fax: 1-613-990-8898 
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REASONS AND DECISION 


[1] These are the written reasons for the decision regarding the admissibility hearing 
concerning Ms. Chelsea Elizabeth MANNING (hereafter referred to as Ms. Manning or the 


person concerned). 


ALLEGATION 


[2] The Minister alleges that Ms. Manning is inadmissible to Canada pursuant to paragraph 
36(1)(b) of the Immigration and Refugee Protection Act (IRPA or Act) which reads as follows: 


36. (1) A permanent resident or a foreign national is inadmissible on grounds of 
serious criminality for 


(b) having been convicted of an offence outside Canada that, if committed in 


Canada, would constitute an offence under an Act of Parliament punishable by a 
maximum term of imprisonment of at least 10 years; 


[3] If the panel finds the allegation to be well founded, a deportation order will be issued 
against Ms. Manning pursuant to section 229(1)(c) of the Immigration and Refugee Protection 


Regulations (IRPR or Regulations). 


EVIDENCE, STANDARD AND BURDEN OF PROOF 


[4] The following evidence was considered by the panel: 


- Exhibits C-1 to C-19 from the Minister; 
- Exhibits P-1 to P-52 from the person concerned; 
- The sworn testimony of Chelsea Elizabeth Manning; 


- The sworn testimony of Professor Heidi Matthews; 
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[5] As part of their disclosure, the person concerned submitted 4 reports authored by 
individuals she asks be qualified as subject matter experts, including that of Professor Matthews. 
The reports are listed below: 

P-1 Expert Report of Jameel Jaffer on 18 U.S.C. § 793(e) and the scope and 

enforcement of the Espionage Act; 

P-2 Expert Report of Joshua L. Dratel on 18 U.S.C. § 1030(a)(1); 


P-3 Expert Report of Professor David Kaye, on Canada’s international obligations with 
respect to whistleblowers; 


P-4 Expert Report of Professor Heidi Matthews, on the international crimes revealed by 
the Respondent’s disclosures. 


[6] The person concerned announced in writing in the weeks prior to the hearing that she 
would only be calling Professor Matthews to testify and would be relying on the written reports 
of the other individuals. In her letter dated September 23, 2021, she requested that the Minister 
notify her if he wished to call the other individuals to testify so that she could make them 
available. The Minister provided no response. At the hearing and afterwards in their written 
submissions, the Minister objected to qualifying the individuals who had not testified as experts 
given that the Minister had not had an opportunity to examine them. As was discussed at the 
hearing, the Minister was given a reasonable opportunity to call the authors of the reports as 
witnesses and did not act. As such, the Minister’s representatives cannot invoke their inability to 
examine the witnesses as grounds for precluding a qualification of these individuals as experts. 
That said, the panel reserved the qualification of the witness Professor Matthews and the authors 


of the reports and will deal with each in turn if and as they come up during the analysis. 


[7] The applicable standard of proof is described in section 33 of the Act, which states the 


following: 


33. The facts that constitute inadmissibility under sections 34 to 37 
include facts arising from omissions and, unless otherwise provided, 
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include facts for which there are reasonable grounds to believe that they 
have occurred, are occurring or may occur. 


[8] On that point, Mugesera v. Canada (Minister of Citizenship and Immigration) 2005 
S.C.C. 40 (CanLII stipulates that the standard of proof of “reasonable grounds” to believe 
requires more than mere suspicion, but less than the standard applicable in civil matters of proof 
on the balance of probabilities. Paragraph 173(d) of the IRPA states that the Immigration 
Division (ID) may receive and base a decision on evidence that it considers credible or 


trustworthy. 


[9] The burden of proof lies with the Minister (Akinpelu v. Canada (Citizenship and 
Immigration), 2021 FC 523 at para.14; Handasamy v. Canada (Public Safety and Emergency 
Preparedness), 2016 FC 1389 at para.40; Al Khayyat v. Canada (Citizenship and Immigration), 
2017 FC 175 at para. 34; Niyungeko v. Canada (Citizenship and Immigration), 2019 FC 820 at 
para. 50. 


SYNOPSIS 


Interlocutory Decision — Application to Postpone the Proceeedings 


[10] On September 27, 2021 the Minister made an application to postpone the proceedings 
until such time that Ms. Manning could be physically present in Canada, arguing that the ID did 
not have jurisdiction to hold an admissibility hearing for persons seeking entry to Canada who 
are not physically present in Canada at the time of the hearing. The panel rendered an 
interlocutory decision in writing on October 4", 2021 rejecting the Minister’s application to 
postpone the proceedings and found that the ID does have jurisdiction to hold the admissibility 
hearing even if the person concerned is not physically present in Canada at the time of the 
hearing. As such, Ms. Manning participated in the hearing by videoconference from her home in 


the United States. 
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Uncontested Facts 


[11] The following facts are admitted. Ms. Chelsea Elizabeth Manning, previously known as 
Bradley Edward Manning, is not a Canadian Citizen nor a permanent resident of Canada. She is 
not a registered Indian under the Indian Act. She is a citizen of the United States. On September 
22, 2017 she sought admission to Canada as a visitor at the Lacolle point of entry in Quebec. 
When seeking admission, she declared a criminal record in the United States. A report pursuant 
to section 44(1) of the IRPA was written that day and subsequently amended and referred for an 


admissibility hearing in April 2021. 


Abuse of Process 


[12] The person concerned argues that the proceedings should be stayed due to an abuse of 
process on the part of the Minister. This was not done via a formal application made prior to the 
start of the proceedings but rather formed part of Ms. Manning’s argumentation in her 


submissions. As such, the panel will address this matter. 


[13] Ms. Manning states the following in her submissions dated December 10, 2021: 


Par. 175 The Respondent does not challenge the fairness of the proceeding or even the delay 
given the contribution of intervening factors like the COVID-19 pandemic. Rather, the abuse of 
process argument is based on the cumulative impact of the Minister’s years of efforts to prevent 
a hearing in this case, from unlawfully holding Ms. Manning inadmissible without a hearing and 
forcing her to litigate in Federal Court, to multiple instances of outright misrepresentation from 
CBSA about the status of her file. 


[14] The person concerned alleges that between September 2017 and April 2021, the 
Minister repeatedly led her to believe that her case had been referred to the Immigration Division 
for a hearing when it had not. Exhibits P-40 to P-44 detail a somewhat puzzling series of actions 
taken by the Minister in regards to the administration of Ms. Manning’s case After being told 
that her case was referred to the ID for a hearing, on April 11, 2018 she received a letter from the 


Minister’s delegate stating that her admissibility hearing had been cancelled and her 
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inadmissibility was now final. This action was not supported in law. Ms. Manning brought the 
matter to the Federal Court where the Minister conceded there had been an error and agreed to 
quash the cancellation and refer the matter back to the Minister’s delegate. Ms. Manning was 
again told the case was referred to the ID to schedule a hearing. When Ms. Manning learned that 
the matter had still not been referred to the ID, she filed a demand letter in March 2021 where 
she advised she would file a mandamus if the matter was not referred to the ID, which it finally 
was on April 23, 2021. In fact, the referral for an admissibility hearing which was sent to the ID 
in April 2021 was signed by the Minister’s delegate on the 3" of October 2018. Ms. Manning 
argues that she suffered “prejudice from the Minister’s refusal to honor its representations that 
this matter had been referred for a hearing. Most importantly, she spent years with the prospect 
of a hearing hanging over her head, knowing that it would require her to revisit the details of a 
traumatizing trial and punishment at the hands of the U.S. government. She also suffered in other 
ways: for example, she lost income as a speaker in Canada, could not visit friends in the country, 
or develop other professional opportunities.” (Submissions of the Person concerned, December 


10, 2021, par. 177(h)). 


[15] The case of Canada (Public Safety and Emergency Preparedness) v. Najafi, 2019 FC 
594 (CanLII), [2019] 3 FCR 107 deals with the issue of abuse of process and states the 


following: 


[41] According to the Supreme Court’s decision in Blencoe at paragraphs 101 to 104, a remedy 
is available when an administrative delay impairs the fairness of the hearing, “because, for 
example, memories have faded, essential witnesses have died or are unavailable, or evidence has 
been lost”. 


[42] In certain circumstances, a Court may also find that the delay amounts to abuse of process, 
even when the fairness of the hearing has not been compromised (Blencoe, above at para 115). 


[43] In order to find an abuse of process: 

[...] the court must be satisfied that, “the damage to the public interest in the fairness of the 
administrative process should the proceeding go ahead would exceed the harm to the public 
interest in the enforcement of the legislation if the proceedings were halted” (Brown and Evans, 
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supra, at p. 9-68). According to L’Heureux Dubé J. in Power, supra, at p. 616, “abuse of 
process” has been characterized in the jurisprudence as a process tainted to such a degree that it 
amounts to one of the clearest of cases. In my opinion, this would apply equally to abuse of 
process in administrative proceedings. For there to be abuse of process, the proceedings must, in 
the words of L’Heureux Dubé J., be “unfair to the point that they are contrary to the interests of 
justice” (p. 616). “Cases of this nature will be extremely rare” (Power, supra, at p. 616). In the 
administrative context, there may be abuse of process where conduct is equally oppressive. 


(Blencoe, above at para 120.) 


Whether a delay has become inordinate depends on the nature of the case and its complexity, the 
facts and issues, the purpose and nature of the proceedings, whether the person concerned 
contributed to the delay or waived the delay, and other circumstances of the case. As previously 
mentioned, the determination of whether a delay is inordinate is not based on the length of the 
delay alone, but on contextual factors, including the nature of the various rights at stake in the 
proceedings, in the attempt to determine whether the community’s sense of fairness would be 
offended by the delay. 


(Blencoe, above at para 122.) 


[44] In this case, the IAD confirmed the ID’s decision that the delay should give rise to a stay. 
The IAD found that “the delay in referring the admissibility report to the ID for 13 years has had 
a profound negative impact on the person concemed, the delay is unexplained, unfair and 
inordinate, and the person concerned’s ability to rebut the allegations against him have been 
significantly compromised”. 


[16] Although the delay in referring the matter to the ID is not, in and of itself, the basis for 
Ms. Manning’s argument, the panel can apply similar criteria as those discussed in Najafi to the 
case at hand. Shortly after the matter was referred to the ID in April 2021, a hearing was 
scheduled in consultation with the parties and according to their availability. The hearing took 
place as scheduled on October 7 and 8" 2021. It is worth noting that the case of Najafi 
involved a delay of 13 years before the admissibility report was referred to the ID. In the case 
before us, there is a delay of 3 % years between the time the original report was written in 
September 2017 and when the amended report was referred in April 2021. The person concerned 
has not argued that the Minister’s actions caused her to be unable to present a proper and 
complete defense against the allegations made against her. While it is understandable that Ms. 
Manning was preoccupied by the admissibility hearing and the possible outcome, and would 


have preferred to have the matter dealt with sooner rather than later, this cannot be qualified as a 
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serious prejudice. It is to be noted that while awaiting the admissibility proceedings, Ms. 
Manning was admitted to Canada on a temporary resident permit from May 22 to 26, 2018 to 
allow her to speak at a conference in Montreal. Therefore, there was a way for her to enter 
Canada to pursue professional engagements, albeit via a discretionary application. The prejudice 
she submits she suffered due to the Minister’s actions cannot be qualified as having had a 
“profound negative impact”. While there is no clear explanation as to why Ms. Manning was 
told the inadmissibility report had been referred to the Immigration Division when it had not, the 
evidence does not establish that the Minister was acting in bad faith or that they were trying to 
“deliberately prevent a hearing in this case.”. As the Minister has advanced in their submissions, 
this is not one of those “extremely rare” cases where a stay of proceedings is “clearly” 
warranted. The panel cannot conclude that the actions or inactions on the part of the Minister 


amount to an abuse of process in the context of the admissibility proceedings. 


Summary of events 


[17] The events which led to Ms. Manning’s convictions in the United States can be 
summarized as follows. Ms. Manning was serving as an intelligence analyst in the US military 
when she was deployed to Iraq in the fall of 2009. In her duties, Ms. Manning had access to 
voluminous classified and sensitive information, including significant activity reports from both 
Afghanistan and Iraq and diplomatic cables from the U.S. State Department. In the course of her 
employment in the U.S. military, Ms. Manning received training on how to properly treat and 
protect the information she had access to and was required to sign and abide by non-disclosure 
agreements. She was made aware that unauthorized access and disclosure could be considered a 
criminal offence. However, between January and May 2010, Ms. Manning accessed and 
downloaded numerous protected records from her workplace computer onto CD-Roms, records 
which she then transmitted to the Wikileaks Organization (WLO) without authority to do so. 


Wikileaks then published the records on their website. 
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Arguments of the Minister 


[18] The Minister initially filed a report pursuant to section 44(1) of the Act on September 
22, 2017 which was subsequently amended on April 23, 2021. The amended report alleges the 


following: 


On August 21, 2013, at the Department of the Army, U.S. Army Military District of 
Washington, Fort Lesley J. McNair, District of Columbia, United States, in Charge II: Article 
134 of the Uniform Code of Military Justice, Specification 2, 3, 5, 7, 9, 10, 11*, 13*, 15, the 
subject was adjudicated guilty of Gathering, transmitting or losing defense information; 18 US 
Code Section 793(e). 


This offence if convicted in Canada would constitute Communicating safeguarded information; 
Article 16(2) of the Security of Information Act of Canada, an indictable offence and liable to 
imprisonment for life; as prescribed in Article 16(3) of the Security of Information Act of 
Canada. 


(*the report was amended orally at the proceeding on October 7", 2021 to strike specifications 
11 and 13 from this part of the narrative as they were mistakenly included) 


On August 21, 2013, at the Department of the Army, U.S. Army Military District of 
Washington, Fort Lesley J. McNair, District of Columbia, United States, in Charge II: Article 
134 of the Uniform Code of Military Justice, Specification 13, 14 the subject was adjudicated 
guilty of Fraud and related activity in connection with computers; 18 US Code Section 
1030(a)(1). 


This offence if convicted in Canada would constitute Unauthorized use of computer; Article 
342.1(1) of the Criminal Code of Canada, an indictable offence and liable to imprisonment for a 
term not more than 10 years; as prescribed in Article 342.1(1) of the Criminal Code of Canada. 


Arguments of the person concerned 


[19] Ms. Manning does not deny that she was convicted of the offences named in the report 
at exhibit C-3. However, she contends that there is no equivalency with the Canadian provisions 
cited by the Minister. Additionally, Ms. Manning argues that even if the panel finds equivalency 
then the defense of necessity applies. Finally, she filed a notice of constitutional question 
arguing that the provisions of the SOIA and Criminal Code cited as equivalent offences would be 


unconstitutional if interpreted to apply to the case at hand. 
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[20] The arguments of the parties have been briefly summarized and will be elaborated on in 


the analysis below. 


ANALYSIS 


Equivalency of offences 


[21] According to the relevant jurisprudence, “equivalency” can be determined in three 
ways: 


(1) by a comparison of the precise wording in each statute, both through 
documents and, if available, through the evidence of an expert or experts in 
the foreign law, and determining there from the essential ingredients of the 
respective offences; 


(2) by examining the evidence adduced before the member, both oral and 
documentary, to ascertain whether the evidence was sufficient to establish 
that the essential ingredients of the offence in Canada had been proven in the 
foreign proceedings; whether precisely described in the initiating documents 
or in the statutory provisions in the same words or not. 


and 
(3) by a combination of paragraphs 1 and 2. 


Hill v. Canada (Minister of Employment and Immigration) (1987), 73 N.R. 315 (F.C.A.) 


[22] The parties agree that, pursuant to the decisions of Libéral v. M.C.I. 2017 FC 173 and Tran 
v. M.C.I. 2017 SCC 50, the relevant legislation to be considered is the foreign and Canadian 
statutes as they read at the time of the offence, namely in 2010. The Minister has submitted into 
evidence provisions 18 US Code Section 793(e) (Exhibit C-9) and 18 US Code Section 1030(a)(1) 
(Exhibit C-10) as they read in 2013, which was the time of the conviction. The parties agreed at the 
outset of the proceedings that the provisions from 2013 were the ones also applicable at the time of 


the offence. 
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Conviction pursuant to section 18 United States Code (U.S.C.) s.793 


[23] The Minister argues that the offence of Gathering, transmitting or losing defense 
information at 18 US Code Section 793(e) is equivalent to the offence of Communicating 
safeguarded information at Article 16(2) of the Security of Information Act of Canada. The panel 


has reproduced the legislation in question below: 


Foreign Legislation 
18 US CODE section 793(e) (version of 2013) 


§793. Gathering, transmitting or losing defense information 


(e) Whoever having unauthorized possession of, access to, or control over any document, 
writing, code book, signal book, sketch, photograph, photographic negative, blueprint, plan, 
map, model, instrument, appliance, or note relating to the national defense, or information 
relating to the national defense which information the possessor has reason to believe could be 
used to the injury of the United States or to the advantage of any foreign nation, willfully 
communicates, delivers, transmits or causes to be communicated, delivered, or transmitted, or 
attempts to communicate, deliver, transmit or cause to be communicated, delivered, or 
transmitted the same to_any person not entitled to receive it, or willfully retains the same and 
fails to deliver it to the officer or employee of the United States entitled to receive it; (the panel’s 
emphasis) 


Canadian Legislation 
Security of Information Act 


Communicating safeguarded information 


16 (2) Every person commits an offence who, intentionally and without lawful authority, 
communicates to_a foreign entity or to a terrorist_group information that the Government of 
Canada or of a province is taking measures to safeguard if 


(a) the person believes, or is reckless as to whether, the information is information that the 
Government of Canada or of a province is taking measures to safeguard; and 


(b) harm to Canadian interests results. 


(the panel’s emphasis) 


Section 2 provides the following definitions: 
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communicate includes to make available; (communiquer) 
foreign entity means 
(a) a foreign power, 


(b) a group or association of foreign powers, or of one or more foreign powers and one or 
more terrorist groups, or 


(c) a person acting at the direction of, for the benefit of or in association with a foreign power 
or a group or association referred to in paragraph (b); (entité étrangére) 


terrorist group has the same meaning as in subsection 83.01(1) of the Criminal Code. (groupe 
terroriste) | 

Prejudice to the safety or interest of the State 

3 (1) For the purposes of this Act, a purpose is prejudicial to the safety or interests of the State if a person 


(a) commits, in Canada, an offence against the laws of Canada or a province that is 
punishable by a maximum term of imprisonment of two years or more in order to advance a 
political, religious or ideological purpose, objective or cause or to benefit a foreign entity or 
terrorist group; 


(b) commits, inside or outside Canada, a terrorist activity; 
(c) causes or aggravates an urgent and critical situation in Canada that 
(i) endangers the lives, health or safety of Canadians, or 


(ii) threatens the ability of the Government of Canada to preserve the 
sovereignty, security or territorial integrity of Canada; 


(d) interferes with a service, facility, system or computer program, whether public or private, 
or its operation, in a manner that has significant adverse impact on the health, safety, security 
or economic or financial well-being of the people of Canada or the functioning of any 
government in Canada; 


(e) endangers, outside Canada, any person by reason of that person’s relationship with Canada 
or a province or the fact that the person is doing business with or on behalf of the Government 
of Canada or of a province; 


(f) damages property outside Canada because a person or entity with an interest in the 
property or occupying the property has a relationship with Canada or a province or is doing 
business with or on behalf of the Government of Canada or of a province; 


' 83.01(1) Criminal Code 
terrorist group means 
(a) an entity that has as one of its purposes or activities facilitating or carrying out any terrorist activity, or 


(b) a listed entity, 


and includes an association of such entities. (groupe terroriste) 
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(g) impairs or threatens the military capability of the Canadian Forces, or any part of the 
Canadian Forces; 


(h) interferes with the design, development or production of any weapon or defence 
equipment of, or intended for, the Canadian Forces, including any hardware, software or 
system that is part of or associated with any such weapon or defence equipment; 


(i) impairs or threatens the capabilities of the Government of Canada in relation to security 
and intelligence; 


(j) adversely affects the stability of the Canadian economy, the financial system or any 
financial market in Canada without reasonable economic or financial justification; 


(k) impairs or threatens the capability of a government in Canada, or of the Bank of Canada, 
to protect against, or respond to, economic or financial threats or instability; 


(I) impairs or threatens the capability of the Government of Canada to conduct diplomatic or 
consular relations, or conduct and manage international negotiations; 


(m) contrary to a treaty to which Canada is a party, develops or uses anything that is intended 
or has the capability to cause death or serious bodily injury to a significant number of people 
by means of 


(i) toxic or poisonous chemicals or their precursors, 


(ii) a _ microbial or other biological agent, or a toxin, including a disease 
organism, 


(iii) radiation or radioactivity, or 
(iv) an explosion; or 


(n) does or omits to do anything that is directed towards or in preparation of the undertaking 
of an activity mentioned in any of paragraphs (a) to (m). 


Harm to Canadian interests 


(2) For the purposes of this Act, harm is caused to Canadian interests if a foreign entity or terrorist group 
does anything referred to in any of paragraphs (1)(a) to (n). 


[24] The tribunal will conduct its equivalency exercise with the third method in Hill, namely 
a comparison of the precise wording in each statute and examining the evidence to ascertain 


whether it is sufficient to establish the essential ingredients of the offence in Canada. 


[25] If the panel compares the wording of the statutes, the panel finds that although there are 
some similar elements, they differ in one key element. While both statutes refer to unlawfully 
communicating protected information, the U.S. Statute refers to willfully communicating, 


delivering, or transmitting the information to any person not entitled to receive it, whereas the 
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Canadian offence specifies that the communication must be made to a foreign entity or terrorist 
group. In exhibit C-187 , which is a web article from CBC News submitted by the Minister, 
Wikileaks is described as follows: 


Wikileaks is a non-profit global media organization, co-founded by Australian 
Julian Assange, that releases previously secret information directly to the public. Its 
founders say the site protects people who want to shine a light on government and 
corporate misconduct. It is not affiliated with the Wikipedia online encyclopedia. 


The organization describes itself as providing "an innovative, secure and 
anonymous way for sources to leak information to our journalists (our electronic 
drop box). One of our most important activities is to publish original source material 
alongside our news stories so readers and historians alike can see evidence of the 
truth.” 


[26] Nothing in the definition of foreign entity or terrorist group cited in the Security of 
Information Act (SOIA) suggests that an organization such as Wikileaks could qualify in either 
category and the Minister has not presented any evidence to that effect. At the outset of their 
written submissions, at paragraph 2, the Minister refers to Wikileaks as a foreign entity, but this 


is not expanded on. At paragraph 61 and 65 of their submissions®, the Minister states: 


61. The Minister also notes that section 2 of the SOIA, the term communicate is defined to 
include “to make available”. Giving classified/sensitive information to WikiLeaks made this 
information available to foreign entities and terrorist groups, including al-Qaeda. 


65. ...the Minister notes that the SOJA states that a foreign entity or a terrorist group must 
receive the communication, while the US Statute refers to any person not entitled to receive it. 
There is no requirement that both texts be the same. Disclosing the document to WikiLeaks is an 
offense in both statutes. WikiLeaks cannot be characterized as a media organization in the same 
vein as the New York Times or the Washington Post. (The panel’s emphasis ) 


[27] The panel finds that the Minister’s arguments are simply not founded. Disclosing 
documents to Wikileaks would not constitute an offence in the Canadian statute. In order for the 
Canadian offence to be committed, the information must be communicated to a foreign entity or 


terrorist group. The Minister has not established that WikiLeaks is either one or the other. In 


> WikiLeaks: The players and key moments 

A look at the world's best-known whistleblowing organization 

CBC News - Posted: Nov 29, 2010 1:42 PM ET | Last Updated: August 18, 2014 
3 Minister’s response to the Respondent’s final submissions, Dec. 22, 2021. 
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Canada, if a person discloses protected information to Wikileaks, it would not meet the essential 


elements of the offence under section 16(2) of the SOIJA. 


[28] The Minister posits that in communicating the classified information to Wikileaks, who 
in turn made the information publicly accessible, Ms. Manning indirectly made the information 
available to foreign entities and terrorist groups. They point to information indicating that Al 
Qaeda had sought out the information on Wikileaks. While the definition of “communicate” 
includes “to make available’, the panel reads the statute to mean make available specifically to a 
foreign entity or terrorist group. This interpretation is supported by the use of the word 
intentionally in the statute. In the case at hand, Ms. Manning intentionally communicated the 
information to Wikileaks, who in turn made the information available to the general public. 
There is no evidence to suggest that the ultimate intention of Ms. Manning was to communicate 
the information to a foreign entity or terrorist group. The stated intention was to make the 
information available to Wikileaks in the hope that they would publish it. The inevitable 
consequence, of course, was that once published the information became available to anyone 
who could access the website. But this does not support a finding that section 16(2) of the SOIA 


should be interpreted in the way suggested by the Minister. 


[29] The wording in the Canadian statute is specific and clear. For an offence to be 
committed pursuant to section 16(2) of the SOIA the communication must be made to a foreign 
entity or a terrorist group. These terms are clearly defined in the SOIA and the Criminal Code. 
The Minister’s assertion that we should interpret section 16(2) of the SOIA so broadly as to 
include the possibility that a terrorist group could access the information after it was made public 
is simply not substantiated. The panel agrees with and adopts the assertion of the person 


concerned when they state in their submissions dated December 10, 2021 at par. 141: 


the ordinary rules of statutory interpretation simply do not permit the Minister’s interpretation to 
stand. Any person can read a newspaper or website. Parliament would not have limited the 
communication to a “foreign entity or to a terrorist group” if what it actually intended was for s. 
16(2) to criminalize all dissemination, to any audience. 


4 Exhibit C-19, Superseding Indictment , United States of America v. Julian Assange, Criminal NO: 1 18-cr-111, dated May 23, 
2019 , p.174 
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[30] The person concerned points to other sections of the SOIA which are more broadly 
worded (s. 13 and 14) to reinforce their position that section 16(2) is meant to refer specifically 
to communicating protected information to foreign entities or terrorist groups. The Minister has 
not raised other provisions of the SOIA for establishing equivalency and therefore the panel will 


not explore this further. 


[31] The other substantial difference in the statutes pertains to the harm caused by the 
communication of the information. The U.S. statute states that the possessor of the information 
must have reason to believe that it could be used to the injury of the United States or to the 
advantage of any foreign nation, whereas in the Canadian statute the requirement is that actual 
harm to Canadian interest results. Given that the panel has already established the lack of an 
essential element in the Canadian offence, this is sufficient to find there is no equivalency with 
section 16(2) of the SOIA, without the need to examine this particular issue further. Likewise, 
the panel acknowledges the report of Jameel Jaffer on 18 U.S.C. § 793(e) provided by the person 
concerned at exhibit P-1, wherein he discusses the essential elements to be proven for a 
conviction under that provision, but has not seen the need to rely on it for our analysis given our 


finding that at least one essential element in the Canadian offence does not exist. 


[32] As per the analysis conducted pursuant to the third method in Hill, ie: examining the 
wording of the statutes and the evidence available, the panel concludes that the offence Ms. 
Manning was convicted of in the United States pursuant to section 793(e) 18 U.S.C. is not 
equivalent to the offence described at 16(2) of the SOIA. As such, the Minister has failed to 


establish grounds for inadmissibility pursuant to this conviction. 
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Conviction pursuant to 18 U.S.C. s. 1030(a)(1) 


[33] The Minister alleges that the offence of Fraud and related activity in connection with 
computers; 18 US Code Section 1030(a)(1) is equivalent to Unauthorized use of computer; 
Article 342.1(1) of the Criminal Code. It must be noted that the Minister’s report pursuant to 
section 44 of the IRPA does not specify which subsection of paragraph 342.1(1) of the Criminal 
Code the Minister is relying on to establish equivalency with the foreign offence. At the 
admissibility hearing, the panel asked the Minister to clarify this and it was agreed that the 
Minister would address this issue in their final written submissions. The Minister provided 
written submissions on November 8", 2021. However the Minister continued to refer to section 
342.1(1) generally, without specifying which subparagraph they were relying on. The substance 
of the Minister’s analysis seems to focus on subparagraph a). In their written submissions dated 
December 10, 2021, counsels for Ms. Manning noted the Minister’s failure to specify a particular 
subparagraph and therefore “assumed that the Minister relies upon the broadest form of the 
offence, as set out in paragraph 342.1(1)a)”. (par. 75) However, in the Minister’s final written 
submissions dated December 22, 2021, the Minister stated that “in response to paragraph 75 of 
the person concerned’s submissions, subsections 342.1(1) a) b) and c) may apply in the case at 
bar.” (par. 48) The Minister did not make any further submissions on this point. The person 
concerned was given an opportunity to make further submissions on the application of 
subparagraphs b) and c), which they did on January 24, 2022. The person concerned submits 


that an equivalency cannot be made out with any of the subsections raised by the Minister. 


[34] The relevant provisions, as they read at the time of the commission of the offence, are 


reproduced below: 


Foreign Legislation 


18 United States Code (2013 version as provided by the Minister) 
Computer Fraud and Abuse Act 
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§1030. Fraud and related activity in connection with computers 


(a) Whoever- 
(1) having knowingly accessed a computer 


without authorization or exceeding authorized access, 


and by means of such conduct having obtained information that has been determined by the United 
States Government pursuant to an Executive order or statute to require protection against 
unauthorized disclosure for reasons of national defense or foreign relations, or any restricted data, as 
defined in paragraph y. of section 11 of the Atomic Energy Act of 1954, 


with reason to believe that such information so obtained could be used to the injury of the United 
States, or to the advantage of any foreign nation 


willfully communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted, 

or attempts to communicate, deliver, transmit or cause to be communicated, delivered, or transmitted 
the same to _any person not entitled to receive it, or willfully retains the same and fails to deliver it to 
the officer or employee of the United States entitled to receive it; 


(the panel’s emphasis) 
Canadian Legislation 
Criminal Code of Canada - Version in effect in 2013 (unchanged from 2010) 


Unauthorized use of computer 
342.1 (1) Every one who, fraudulently and without colour of right, 
(a) obtains, directly or indirectly, any computer service, 


(b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts 
or causes to be intercepted, directly or indirectly, any function of a computer system, 


(c) uses or causes to be used, directly or indirectly, a computer system with intent to 
commit an offence under paragraph (a) or (b) or an offence under section 430 in 
relation to data or a computer system, or 


(d) uses, possesses, traffics in or permits another person to have access to a computer 
password that would enable a person to commit an offence under paragraph (a), (b) 
or (c) 


is guilty of an indictable offence and liable to imprisonment for a term not exceeding ten years, or 
is guilty of an offence punishable on summary conviction. 


(2) In this section, 


computer password means any data by which a computer service or computer system is capable of 
being obtained or used; (mot de passe) 


computer program means data representing instructions or statements that, when executed in a 
computer system, causes the computer system to perform a function; (programme d’ordinateur) 
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computer service includes data processing and the storage or retrieval of data; (service 
d ordinateur) 


computer system means a device that, or a group of interconnected or related devices one or more 
of which, 


(a) contains computer programs or other data, and 
(b) pursuant to computer programs, 
(i) performs logic and control, and 


(ii) may perform any other function; (ordinateur) 


data means representations of information or of concepts that are being prepared or have been 
prepared in a form suitable for use in a computer system; (données) 


electro-magnetic, acoustic, mechanical or other device means any device or apparatus that is 
used or is capable of being used to intercept any function of a computer system, but does not 
include a hearing aid used to correct subnormal hearing of the user to not better than normal 
hearing; (dispositif électromagnétique, acoustique, mécanique ou autre) 


function includes logic, control, arithmetic, deletion, storage and retrieval and communication or 
telecommunication to, from or within a computer system; (fonction) 


intercept includes listen to or record a function of a computer system, or acquire the substance, 
meaning or purport thereof; (intercepter) 


traffic means, in respect of a computer password, to sell, export from or import into Canada, 
distribute or deal with in any other way. (trafic) 


[35] The panel will begin with analysing equivalency of the foreign offence with section 


342.1(1)(a) of the Criminal Code based on the third method in Hill. Section 342.1(1)(a) states: 


342.1 (1) Every one who, fraudulently and without colour of right, 


(a) obtains, directly or indirectly, any computer service, 


[36] The court in United States v. Private First Class Bradley E. Manning (nka Chelsea 
Elizabeth MANNING), United States Army Court of Criminal Appeals, May 31, 2018, (Exhibit 
C-7) states that: 


Pursuant to 18 U.S.C. § 1030(a)(1), the government must prove appellant intentionally accessed 
a computer without authorization or exceeded her authorized access, and in doing so obtained 
information determined by the United States government to require protection against 
unauthorized disclosure for reasons of national defense or foreign relations, or any restricted data 
from a protected computer and then willfully communicated, delivered, or transmitted that 
information to any person not entitled to receive it, or willfully retained the same. 
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[37] The essential elements of the Canadian offence are discussed in the case of R c. Parent 


2012 QCCA 1653 and re-iterated in the case of R v. McNish, 2020 ABCA 249 which states: 


[54] In R v Parent, 2012 QCCA 1653 at para 37, the Quebec Court of Appeal held that there are 
four elements to the actus reus of the offence under s 342.1(1): 1) The accused obtained a 
computer service; 2) The accused's use of the computer service was prohibited; 3) A reasonable 
person in the accused's circumstances would conclude that the accused's use of the computer 
service was dishonest; and 4) The accused acted without colour of right. 

[55] The mens rea requires that the use of the computer be done fraudulently. 


[38] It is not possible to conclude that the essential elements of these 2 provisions are 
equivalent based solely on a comparison of the wording. While they are similar in that they both 
involve accessing a computer (U.S.) or obtaining a computer service (Canada), the U.S. offence 
requires that there be access to protected information and that the information be disclosed to a 
person not entitled to receive it. These elements are not present in the Canadian offence. 
Moreover, the Canadian offence contains elements which the U.S. offence does not, in that the 
use of the computer be done “fraudulently” and “without colour of right’. While these 
conclusions can be made via a simple reading of the statutes, the person concerned has provided 
the report of Joshua Dratel at Exhibit P-2 which provides a more detailed analysis of section 
1030(a) (1) and its essential elements. According to the affidavit and curriculum vitae provided, 
Mr. Dratel is a criminal defence lawyer practicing in the United States since 1982. His extensive 
professional credentials and experience include writing and lecturing on terrorism and national 
security issues and he has been involved as defense counsel in cases involving computer fraud, 
cybercrime and the U.S. federal Espionage act. Based on the detailed information provided, the 
panel qualifies Mr. Dratel as an expert in the subject matter contained in his report. Mr. Dratel’s 
report affirms that pursuant to section 1030(a)(1) there is no requirement that the accused’s 


conduct be fraudulent, entail fraudulent means, be dishonest or be without color of right. 


[39] The person concerned argues that for the equivalency test to be met the Minister must 


show that all the elements of the Canadian offence were “proven in the foreign proceedings”. 
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More specifically, the person concerned asserts that there was no evidence led and no findings 
made in the foreign proceeding that her actions constituted a fraudulent act or that she acted 


“without color of right”. The person concerned submits: 


87.While certain factual elements are uncontested (for example, that Ms. Manning knowingly 
and willingly obtained a computer service), the evidence adduced at trial simply could not have 
been used to establish the essential elements of s. 342.1. The reason for this is simple: such 
evidence was neither argued nor decided as it is irrelevant to the U.S offences under which she 
was charged. 


88. In particular, there was never any finding at trial that Ms. Manning’s conduct was fraudulent, 
dishonest, or that a reasonable person in her circumstances could have considered her actions to 
be fraudulent or dishonest. 


92. Ultimately, it does not fall to the Division in a s. 36(1)(b) case to ask itself what a reasonable 
person would think of the honesty of the Respondent’s actions. The only question to be asked 
under the Hill test is whether it was “proven in the foreign proceeding”. In this case, there is 
uncontested expert evidence that this question is not legally relevant to the offence in question, 
and direct evidence that the honesty or dishonesty of the Respondent’s acts was not incidentally 
proven at trial. The Minister therefore cannot point to anything “proven in the foreign 
proceedings”, and equivalency cannot be made out. 


(Final written submissions December 10, 2021) 


[40] The panel does not agree with the person concerned’s narrow interpretation of the 
appropriate way to analyze equivalency. While it is true that the court in Hill used the wording 
“proven in the foreign proceedings”, interpreting this to mean that each element of the Canadian 
offence would have to be adjudicated on in the foreign trial is too restrictive and is not in line 
with the comments of the higher courts on how to conduct an equivalency analysis. In Li v. 
Canada (Minister of Citizenship and Immigration), 1996 CanLII 4086 (FCA), [1997] 1 FC 235 


the court, in referring to Brannson, states: 


The Court found in that case that the offence under which the person had been convicted in the 
United States was broader than the allegedly similar provision of the Criminal Code of Canada. 
Ryan J.A. said that in such a case it would be open to lead evidence before the adjudicator of the 
particulars as charged of the actual offence committed, to enable the adjudicator to determine 
whether the offence actually committed would fit within the Canadian offence definition. He 
seemed to indicate that evidence as to what the person in question had actually done would also 
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be admissible in determining whether his or her acts would have constituted an offence in 
Canada. Urie J.A. in concurring expressed the matter somewhat differently. He said [at page 
144] that there should be a comparison of the "essential ingredients" (he did not use the term 
"essential elements" as did Ryan J.A.) and he said there should also be evidence as to the 
circumstances of the offence, which evidence could be either documentary (e.g. the particulars as 
charged in the U.S.) or viva voce as to how the offence had actually been committed. By this 


means it would be possible to determine whether, although the offence might be more broadly 


defined in the United States, the acts for which the person was convicted would also have made 
him or her guilty of an offence in Canada. 
(The panel’s emphasis) 


It might have been possible to demonstrate through particulars of the Hong Kong charges, or 
from the evidence from the trials there, that in fact what Mr. Li did would also have constituted 
an offence within the somewhat narrower Canadian Criminal Code provisions. But there is 
nothing to indicate that there was such evidence before the Adjudicator. 


[41] In Beltran v. Canada (Citizenship and Immigration), 2016 FC 1143 the court states: 


[17] The test for inadmissibility under this provision of IRPA is one of equivalency. The offence in 
question must be sufficiently similar such that the conduct of the Applicant would fall within the purview 
of an equivalent Canadian offence. In other words, the ID is to consider whether the acts committed and 
punished abroad would have been punishable here: Lo v Canada (Minister of Citizenship and 
Immigration), 2002 FCT 1155 at para37. This involves comparing the wording of the foreign and 
domestic statutes, analyzing the evidence to determine whether there is sufficient evidence to establish the 
essential ingredient of the offence in Canada, or a combination of these methods: Hill v Canada (Minister 
of Employment and Immigration) (1987), 73 NR 315 at para 16 (FCA). 


[18] It was not unfair for the ID member to base her decision on the comparison of the two 
offences. The test for equivalency considers the sufficiency of the evidence to establish the essential 
ingredient of the offence in Canada. 


[42] In Bellevue v. Canada (Public Safety and Emergency Preparedness), 2018 FC 926 


(CanLII) the court states: 


[30] The ID must conduct an equivalency exercise to determine whether there are reasonable 
grounds to believe that a conviction would have been handed down in Canada for the same type 
of act as was committed outside Canada (Moscicki v Canada (Citizenship and 
Immigration), 2015 FC 740 at paragraph 38 [Moscicki]). It is then a question of assessing the 
equivalency of offences and not the equivalency of the law (Steward v Canada (Minister of 
Employment and Immigration), [1988] 3 FC 487 (CA)). It is not necessary to “compare all the 
general principles of criminal responsibility” (Moscicki at paragraph 18), because the test of 
equivalence only involves the comparison of the two offences, not the analysis of the 
comparability of possible convictions. Nor does the test of equivalency involve conducting 
another trial (Moscicki at paragraph 38; Halilaj v Canada (Public Safety and Emergency 
Preparedness), 2017 FC 1062 at paragraph 20). 
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[43] And subsequently in Bellevue v. Canada (Public Safety and Emergency Preparedness), 
2020 FC 560 


[33] In assessing the equivalency of offences, the ID must consider whether the applicant would 
have committed the same offence in Canada (Steward v Canada (Minister of Employment and 
Immigration), [1988] 3 FC 487 (FCA); Moscicki v Canada (Citizenship and Immigration), 2015 
FC_740 at para 38 [Moscicki]; Nshogoza v Canada (Citizenship and Immigration), 2015 FC 
1211 at para 27;Li v Canada (Minister of Citizenship and Immigration), 1996 CanLII 
4086 (FCA), [1997] 1 FC 235 at para 18 [Li]; Bellevue at paras 30-31). In other words, this 
exercise is carried out on the basis of a legal fiction that requires an administrative decision- 
maker to look at the events as they unfolded in a non-Canadian territory and to transpose them 
into the Canadian legal context. (the panel’s emphasis) 


[44] And most recently in Wang v. Canada (Public Safety and Emergency Preparedness), 
2021 FC 1196: 


As set out in Li v Canada (MCI), 1996 CanLII 4086 (FCA), [1997] 1 FC 235 [“Li’], equivalency 
analysis does not require a consideration of whether the individual would have been convicted in 
Canada for the offence. Li, above, tells me that what is required is rather a comparison of the 
offence abroad to an offence in Canada in order to find the Canadian equivalent. It is not the role 
of the ID to look behind the conviction and begin to question it (see: Svecz v Canada 
(MPSEP), 2016 FC 3 at para 39), but rather simply to transpose what transpired abroad into the 
Canadian legal context (Bellevue v Canada (Public Safety and Emergency Preparedness), 2020 
CF 56 (CanLII), 2020 FC 56 at para 33). 


[45] The panel concludes that an equivalency analysis is not limited to the specific “findings 
at trial” but rather can rely on credible and trustworthy information regarding the actual events or 
acts that took place to determine if they demonstrate that the elements in the Canadian offence 
are established. This exercise does not constitute re-trying the case as we are not looking behind 
the conviction or questioning the conviction. In the case of Ali v. M.C.I. 2021 FC 1419, the 
court concluded that the ID could rely on evidence that was not tested in the foreign court to 
establish that the applicant had committed the acts that amounted to the offence in Canada. In 
sum, the case law supports the panel’s conclusion that limiting the analysis to the specific 
findings at trial is not required in an equivalency analysis. Hence, as per Bellevue, the panel will 
proceed to look at the evidence surrounding the pertinent events as they unfolded in the United 


States and transpose them into the context of section 342.1 (1) of the Criminal Code. The 
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question of whether the evidence available is sufficient to establish the elements of the Canadian 


offence is a different issue which will be addressed below. 


Details of the offences pursuant to 18 U.S. Code Section 1030(a)(1) 


[46] The inadmissibility report written by the Minister cites 2 specific offences in violation 
of 18 U.S. Code Section 1030(a)(1), referred to as specification 13 and 14, of which Ms. 
Manning was found guilty. Both offences pertain to the leaking of classified U.S. Department of 
State cables. The panel will reproduce below the excerpts of the evidence which detail these 


offences: 


[47] In regards to Specification 13, the evidence states the following: 


Exhibits C-4 Record of Trial and accompanying Papers (post trial documents) and C-5 General 
Court Martial Order dated April 10, 2014 


Specification 13: In that Private First Class Bradley E. Manning, U.S. Army/did, at or near 
Contingency Operating Station Hammer, Iraq, between on or about 28 March 2010 and on or 
about 27 May 2010, having knowingly exceeded authorized access on a Secret Internet Protocol 
Router Network computer, and by means of such conduct having obtained information that has 
been determined by the United States government pursuant to an Executive Order or statute to 
require protection against unauthorized disclosure for reasons of national defense or foreign 
relations, -to wit: more than seventy-five classified United States Department of State cables, 
willfully communicate, deliver, transmit, or cause to be communicated, delivered, or transmitted 
the said information, to a person not entitled to receive it, with reason to believe that such 
information so obtained could be used to the injury of the United States, or to the advantage of 
any foreign nation, in violation of 18 U.S. Code Section 1030(a)(), such conduct being prejudicial 
to good order and discipline in the armed forces and being of a nature to bring discredit upon the 
armed forces. 

Plea: Guilty, except the words and figures "27 May 2010", substituting therefor the words and 
figures "4 May 2010"; further excepting the words "knowingly exceeded authorized access", 
substituting therefor the words "knowingly accessed"; further excepting the words "with reason to 
believe that such information so obtained could be used to the injury of the United States, or to the 
advantage of any foreign nation, in violation of 18 U.S. Code Section 1030(a)(1)". Of the excepted 
words and figures: Not Guilty; of the substituted words and figures: Guilty. 

Finding: Guilty. 


Exhibit C-7 United States v. Private First Class Bradley E. Manning (nka Chelsea Elizabeth 
MANNING), United States Army Court of Criminal Appeals, May 31, 2018, 
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Additionally, appellant transferred an unauthorized computer program called Weget to the 
SIPRNET computer at her workstation in late March 2010. Wget is a computer program that 
facilitates downloading and copying enormous amounts of information quickly, so as to avoid 
manually downloading each piece of data. Wget operates in the background of the computer, 
while the user is working separately on other tasks. Wget bypassed the ordinary method of 
accessing cables via the DoS portal. Appellant used Wget to download and copy batches of 
sensitive cables from the DoS’s NCD portal to CDs. She then took the CDs to her living quarters. 
The forensic evidence indicated appellant downloaded approximately 250,000 cables from the 
portal. The larger file was corrupted and appellant was not able to upload all the information to 
Wikileaks. Ultimately, appellant pleaded guilty to transmitting more than seventy-five classified 
cables to Wikileaks. The cables included information concerning foreign government information 
that was protected for national security purposes. (page 6) 


...We find appellant’s use of Wget allowed her to access the cables by circumventing the DoS 
portal and contacting the server directly, which allowed her to directly download the cables onto 
her hard drive, and ultimately transmit seventy-five classified cables to Wikileaks. 


Based on the foregoing, we conclude computer access beyond the manner authorized, meets the 
element of “exceeds authorized access.” Therefore, we find, as the military judge did, appellant’s 
use of the Wget program exceeded her authorized access, and thus violated the CFAA. (Computer 
Fraud and Abuse Act) 


Exhibit P-9 Statement ( of Person concerned) in Support of Providence Inquiry U.S. v. 
Private First Class Bradley E. Manning 


LT ss (U) Facts regarding the unauthorized storage and disclosure of the NCD DOS 
cables. 


a. (UV) In late March I received a warning over Jabber from Nathaniel that the WLO 
website would be publishing the AWT video. He indicated that the WLO would be 
very busy and the frequency and intensity of our Jabber conversations decreased 
significantly. 


b. (U) During this time, I had nothing but work to distract me. I read more of the 
diplomatic cables published on the DOS NCD server. With my insatiable curiosity and 
interest in geopolitics, I became fascinated with them. I read not only cables on Iraq, 
but also about countries and events I found interesting. The more I read, the more I was 
fascinated by the way we dealt with other nations and organizations. I also began to 
think that they documented backdoor deals and seemingly criminal activity that didn't 
seem characteristic of the de facto leader of the free world. 


c. (U) Up to this point during the deployment, I had issues I struggled with and difficulty 
at work. Of the documents released, the cables are the only one I was not absolutely 
certain couldn't harm the U.S. I conducted research on the cables published on NCD, as 
well as how DOS cables work in general. In particular, I wanted to know how each 
cable was published on SIPRNet via the NCD. 
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d. (U) As part of my open-source research, I found a document published by DOS on its 
official website. The document provided guidance on caption markings for individual 
cables and handling instructions for their distribution. I quickly learned that caption 
markings clearly detail the sensitivity level of a DOS cable. For example, "NODIS" 
(No Distribution) was used for messages of the highest sensitivity, and were only 
distributed to the authorized recipients. The "SIPDIS" (SIPRNet Distribution) caption 
was applied only to reporting and other informational messages that were deemed 
appropriate for release to a wide number of individuals. 


e. (U) According to the DOS guidance for a cable to have the SIPDIS caption it could not 
include any other captions that were intended to limit distribution. The SIPDIS caption 
was only for information that could be shared with anyone with access to SIPRNet. I 
was aware that thousands of military personal, DoD, DOS, and other civilian agencies 
had easy access to the cables. The fact that the SIPDIS caption was only for wide 
distribution made sense to me given that the vast majority of the NCD cables were not 
classified. 


£. (U) The more IJ read the cables, the more I came to the conclusion that this type of 
information should become public. I once read_and used _a quote on open diplomacy 
written after the First World War, and how the world would be a better place if states 
would avoid making secret pacts and deals with and against each other. I thought these 
cables were a prime example of the need for a more open diplomacy. Given all the 
DOS information I read, the fact that most of the cables were unclassified, and that all 
of the cables had the SIPDIS caption, I believed that the public release of these cables 
would not damage the U.S. However, I did believe the cables might be embarrassing, 
since they represented very honest opinions and statements behind the backs of other 
nations and organizations. In many ways, these cables are a catalog of cliques and 
gossip. I believed exposing this information might make some within the DOS and 
others unhappy. 


g. (U) On 28 March 2010, I began downloading a copy of the SIPDIS cables using the 
program WGet described above. I used instances of the WGet application to download 
the NCD cables in the background, as I worked on my daily tasks. The NCD cables 
were downloaded from 28 March 2010 to 9 April 2010. After downloading the cables, I 
saved them onto a CD-RW. These cables went from the earliest dates in NCD to 28 
February 2010. I took the CD-RW to my CHU on 10 April 2010. I sorted the cables on 
my personal computer, compressed them using the BZip2 compression algorithm 
described above, and uploaded them to the WLO via the designated dropbox described 
above. 


h. (U) On 3 May 2010, I used WGet to download an update of the cables for the months of 
March 2010 and April 2010, and saved the information onto a zip file and burned it to 
CD-RW. I then took the CD-RW to my CHU and saved them to my computer. 


i. (U) I later found that the file was corrupted during the transfer. Although I intended to 
resave another copy of these cables, I was removed from the T-SCIF on 8 May 2010, 


after an altercation. 


(the panel’s emphasis) 


26 


ID File No. / N° de dossier de la SI : 0018-C1-00135-01 
Date: April 8, 2022 


[48] In regards to Specification 14, the evidence states the following: 


Exhibits C-4 and C-S: 


Specification 14: In that Private First Class Bradley E. Manning, U.S. Army, did, at or near 
Contingency Operating Station Hammer, Iraq, between on or about 15 February 2010 and on or 
about 18 February 2010, having knowingly exceeded authorized access on a Secret Internet 
Protocol Router Network computer, and by means of such conduct having obtained information 
that has been determined by the United States government pursuant to an Executive Order or 
statute to require protection against unauthorized disclosure for reasons of national defense or 
foreign relations, to_wit: a classified Department of State cable titled "Reykjiwik-13 "', 
willfully communicate, deliver, transmit, or cause to be communicated, delivered, or transmitted 
the said information, to a person not entitled to receive it, with reason to believe that such 
information so obtained could be used to the injury of the United States, or to the advantage of any 
foreign nation, in violation of 18 U.S. Code Section 1030(a)(1l), such conduct being prejudicial to 
good order and discipline in the armed forces and being of a nature to bring discredit upon the 
armed forces. 

Plea: Guilty, except the words and figures, "15 February 2010" and "18 February 2010", 
substituting therefor the words and figures "14 February 2010" and "15 February 2010"; further 
excepting the words "knowingly exceeded authorized access"; substituting therefor the words 
"knowingly accessed"; further excepting the words "with reason to believe that such information 
so obtained could be used to the injury of the United States, or to the advantage of any foreign 
nation, in violation, of 18 U.S. Code Section 1030(a)(1)". Of the excepted words and figures: Not 
Guilty; of the substituted words and figures: Guilty. 

Finding: Guilty, except the words and figures, "15 February 2010" and "18 February 2010", 
substituting therefor the words and figures "14 February 2010" and "15 February 2010"; further 
excepting the words "knowingly exceeded authorized access", substituting therefor the words 
"knowingly accessed"; further excepting the - words "with reason to believe that such information 
so obtained could be used to the injury of the United States, or to the advantage of any foreign 
nation, in violation of 18 U.S. Code Section 1030(a)( I)". Of the excepted words and figures: Not 
Guilty; of the substituted words and figures: Guilty. 


[49] Exhibit C-7: 


......appellant, using SIPRNET, conducted a computer search of the Department of State’s (DoS) 
Net-Centric Diplomacy (NCD) database, a site where classified State Department materials 
concerning sensitive diplomatic relations and activities were stored. Through appellant’s online 
Wikileaks chats, appellant learned of Wikileaks’ interest in a diplomatic controversy involving the 
United Kingdom, the Netherlands, and Iceland. In January 2010, appellant searched for documents 
related to the controversy and found a sensitive DoS cable entitled “10 Reykjavik 13” concerning 
the dispute. Appellant downloaded the classified cable to aCD, again took the CD to her 
quarters, uploaded the cable to her personal laptop, and sent it to Wikileaks. Shortly thereafter, 
Wikileaks posted the cable to their public website. (page 5) 
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[S50] Exhibit P-9: (statement of PFC Manning) 


7. (U) Facts regarding the unauthorized storage and disclosure of ""]OREYKJAVIK3". 


a. (U) I first became aware of diplomaic cables during my trainng period in AIT. [later learned about 
the Department of State (DOS) NetCatricDiplomacy (NCD) portal from the 2-LOBCTS2, - - - senta 
section-wide email to the other analysts and officers in late December 2009 containing the 
SIPRNet link to the portal, along with instructions to look at the cables contained within and 
incorporate them into our work product. Shortly after this, I also noticed that diplomatic cables 
were being referred to in products from the Corps-level, U.S. Forces-Iraq (USF-I). 


b. (U) Based on direction to become familiar with its contents, I read virtually every published 
cable concerning Iraq. I also began scanning the database and reading other, random cables that 
piqued my curiosity. It was around this time , in early-to-mid-January 2010 that I began 
searching the database for information on Iceland_I became interested inIceland due to IRC 
conversations I viewed inthe WLO channel discussed an issue called "Icesave." At this time, I was not 
very familiar with the topic, but it seemed to be a big issue for those paricipaing in the conversation. 
This is when I decided to investigateand conduct afew searches on Iceland to find out more. 


Ci (U) At the time, I did not find anything discussing the "Icesave" issue, either directly or indirectly I 
then conducted an open source search for "Icesave." Ithen learned that Iceland was involved in adispute 
with the United Kingdom (UK) and Netherlands concerning the financial collapse of one or more of 
Icelands banks. According toopen source reports, much of the public controversy involved the UK's use 
of "ant- terrorism legislation" againtt Iceland in order to freeze Icelandic assets for paynent of the 
guarantees for UK depositors that lost money. 


d. (U) Shortly after returning from mid-tourleave, I returned tothe NCO to search for information on 
Icelad and "Icesave" as the topic had not abated on the WLO IRC channel. To my surprise, on 14 
February 2010, I found the cable LOREYKJAVIK13 which réerenced the ‘Icesave" issue 
directly. 


€. (U) The cable, published on 13 January 2010, was just over two pages in length. I read the 
cable, and quickly concluded that Iceland was essentially being bullied, diplomatically, by 
two larger European powers. It appeared to me that Iceland was out of viable solutions, and 
was now coming to the U.S. for assistance. Despite their quiet request for assistance, it did 
not appear we were going to do anything. From my perspective, it appeared we were not 
getting involved due to the lack of long term geopolitical benefit to do so. 


ft: (U) After digesting the contents of LOREYKJAVIK13, I debated on whether this was 
something I should send to the WLO. At this point, the WLO had not published nor 
acknowledged receipt of the CIONE-I and CIONE-A SIGACT tables. Despite not knowing if 
the SIGACTs were a priority for the WLO, I decided the cable was something that would be 
important, and I felt I might be able to right a wrong by having them publish this document. I 
burned the information onto a CD-RW on 15 February 2010, took it to my CHU and saved it 
onto my personal laptop. 


g. (U) I navigated to the WLO website via a TOR connection like before, and uploaded the 
document via the secure form. Amazingly, the WLO published 1OREYKJAVIK13 within 
hours, proving that the form worked and that they must have received the SIGACT tables. 


(The panel’s emphasis) 
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[51] Exhibit C-7 contains a chat involving Ms. Manning where she discusses her activities in 


relation to how and why she accessed and disclosed the cables and other data. 


On 20 May 2010, using an encrypted messaging system, appellant began chatting with Adrian 
Lamo, a computer hacker, wherein appellant admitted she gave information to Wikileaks. 
Appellant used the code name “bradass87” in her exchanges with Mr. Adrian Lamo. The 
following messages were exchanged between the two: 


bradass87: the air gap [the separation between standalone networks and the 
wider internet] has been penetrated[.] 


bradass87: lets just say *someone* i know intimately well, has been penetrating 
US classified networks, mining data like the ones described . . . and been 
transferring that data from the classified networks over the “air gap” onto a 
commercial network computer . . . sorting the data, compressing it, encrypting it, 
and uploading it to a crazy white haired aussie who can’t seem to stay in one 
country very long[.] 


bradass87: Hilary Clinton, and several thousand diplomats around the world are 
going to have a heart attack when they wake up one morning, and finds an entire 
repository of classified foreign policy is available, in 

searchable format to the public[.] 


bradass87: funny thing is . . .we transfered so much data on unmarked CDs... 
everyone did .. . videos . . . movies . . music all out in the open . . . bringing 
CDs too and from the networks was/is a common phenomenon 


adrianlamo: is that how you got the cables out? 

bradass87: perhaps. i would come in with music on a CD-RW labelled with 
something like “Lady Gaga”. . . erase the music . . . then write a compressed 
split file .. . no-one ever suspected a thing. =L kind of sad 

adrianlamo: and odds are, they never will bradass87: i didnt even have to hide 
anything . . . everyone just sat at their workstations . . . watching music videos / 
car chases / buildings exploding . . . and writing more stuff to CD/DVD . . . the 
culture fed opportunities 


adrianlamo: what do you consider the highlights? 


bradass87: The Gharani airstrike videos and full report Iraq war event log the 
“Gitmo papers” and the State Department cable database. 


bradass87: waiting to redeploy to the US, be discharged . 
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. and figure out how on earth im going to transition ... all while 
witnessing the world freak out as its most intimate 
secrets are revealed. 


bradass87: I just . . . couldn’t let these things stay inside of the system .. . and 
inside of my head... 


bradass87: icould’ve sold to russia or china, and made bank? 


adrianlamo: why didn’t you? 
bradass87: because it’s public data 


adrianlamo: i mean, the cables 


bradass87: it belongs in the public domain .... 
information should be free ...it belongs in the public 
domain 


adrianlamo: embassy cables? 


bradass87: yes. 260,000 in all 


(errors in original). 


Application of the evidence to the essential elements of 342.1(1) (a) 


[52] The panel will analyse the elements of the actus reus and mens rea of section 342.1(1) 


(a) in relation to the present matter. 


[53] Actus Reus 


1) The accused obtained a computer service; The definition of computer service in the 
Criminal Code states that it includes data processing and the storage or retrieval of 


computer data. This element is not contested. Ms. Manning obtained a computer service. 
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2) The accused's use of the computer service was prohibited; The evidence establishes that 
“In order to use the secret classified computer network (SIPRNET), appellant agreed to 
an “acceptable use policy” (AUP) wherein she promised to: 1) use the network for only 
authorized purposes; 2) protect classified information; and 3) not to put unauthorized 
software on the computer network.” (Exhibit C-7) Installing the WGET 
software on the computer was a prohibited act. Searching for and retrieving 
information from a computer in order to provide it to a person who is unauthorized to 


receive it is a prohibited act. 


3) A reasonable person in the accused's circumstances would conclude that the accused's 
use of the computer service was dishonest; The person concerned submits that this 
element of the actus reus has not been met in the circumstances of her case. This issue 


will be discussed in more detail below. 


4) The accused acted without colour of right. The case law in McNish states the following 


regarding colour of right: 


[63] ...Colour of right refers to a situation where an accused can point to an evidentiary basis 
that he or she had an honest belief in a state of facts which, if they actually existed, would justify 
or excuse, at law, the act done: R v Simpson,2015 SCC 40at para31citingR v 
DeMarco (1973), 1973 CanLII 1542 (ON CA), 13 CCC (2d) 369 at 372, 22 CRNS 258 (Ont 
CA). 


As discussed in Parent’, considering the detailed instruction and warning the 
person concerned had received in regards to the appropriate and acceptable use of 
the computer services, there was nothing in the evidence to suggest that she could 


objectively believe that she acted with a colour of right. 


5 55] Comme aucun fait et aucune régle n'ont été mis en preuve conférant A un policier le droit d'utiliser un ordinateur aux fins de 
procurer un avantage 4 un tiers, l'intimé ne pouvait objectivement croire que, dans ces circonstances, il bénéficiait d'une 
quelconque apparence de droit. 
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[54] Mens Rea 


[55] In Parent the court discusses the mens rea applicable to section 342.1(1)(a) and writes: 


[50] La poursuite devait, aux fins de prouver l'infraction prévue a l'article 342.1 (1) a) 
C.cr., démontrer une obtention par l'intimé de maniére consciente et volontaire des 
services d'ordinateur. Cela nécessitait la preuve de son intention de poser l'acte 
prohibé, sachant que son geste était interdit au regard des fins projetées par cet usage. 
Il s'agit 4 mon avis de la mens rea requise pour la commission des infractions visées 
par ce pourvoi. 


[56] In her submission, the person concerned concedes that she had the requisite mens rea 
under s. 342.1(1)(a) as set out by the Court in Parent. She admits to having knowingly and 
voluntarily obtained a computer service, and to being aware that her use was prohibited by the 
military’s governing computer use policy. As was acknowledged by the person concerned, the 


court in Parent elaborated on the analysis of the mens rea by stating: 


38] J'en viens maintenant a la mens rea de l'infraction d'utilisation illégale d'un ordinateur. 
Aux fins de déterminer qu'elle est l'intention coupable rattachée a cette infraction, il est inutile de 
considérer l'opinion que I'accusé entretient quant au caractére moral de son acte. 


[39] S'engager dans cette voie serait une invitation 4 juger de la mens rea de l'accusé selon 
son propre schéme de valeurs et le cas échéant de l'acquitter au motif qu'il estime n'avoir rien fait 
de mal. 


A reasonable person in the accused's circumstances would conclude that the accused's use of the 


computer service was dishonest 


[57] Going back to the actus reus, the person concerned argues that a reasonable person in 
her circumstances would not have concluded that her use of the computer service was dishonest. 
The notion of dishonesty is discussed in the case law as follows. In R. v. Hugill, 2019 ONSC 


1448, the court writes: 


[74] In R. v. Zlatic, 1993 CanLII 135 (SCC), [1993] 2 S.C.R. 29, the Supreme Court of 
Canada held that “other fraudulent means” encompasses all other means that can properly be 
stigmatized as dishonest. Dishonesty is determined objectively by reference to what a reasonable 
person would consider to be a dishonest act. The essence of dishonesty is the wrongful use of 
something in which another has an interest in such a manner that the others interest is extinguished 
or put at risk. 


32 


ID File No. / N° de dossier de la SI : 0018-C1-00135-01 
Date: April 8, 2022 


[58] In R. v. Long (1990), 5405 BCCA, 61 C.C.C. (3d) 156, the British Columbia Court of 
Appeal writes: 


[22] In c. 4 of his text Mr. Ewart discusses the concept of dishonesty and its use in 
determining whether the conduct of the accused is prohibited. He derives three basic 
concepts from the authorities and describes them and their use at p. 95: 


These three basis concepts — obtaining something to which there is no 
entitlement, misusing a position of trust or responsibility, and taking advantage 
of the weakness of another — are the cornerstones of the concept of dishonesty in 
the new law of fraud. They are viewed here in the objective sense — they are the 
kinds of conduct which section 338 of the Criminal Code forbids. 


It is vital to separate this objective notion of classes of forbidden conduct, from 
the subjective mens rea which must be proven before a conviction can be 
entered. In each case, insofar as the dishonesty element of the offence is 
concerned, the proper question is did the accused, as a matter of objective fact, 
obtain something to which he was not entitled, or breach a position of trust, or 
take advantage of a weakness. If so, his conduct can be considered dishonest. 
Thereafter, one must consider whether he acted deliberately with knowledge of 
the relevant circumstances, but this subjective consideration should take place 
only after the conduct has been found to be dishonest in the objective sense. 
(The panel’s emphasis) 


[59] In R. c. Parent the court discusses the element of dishonesty in the actus reus of the 


offence at 342.1(a) : 


[34] Cela dit, l'acte reproché, pour étre rangé parmi les actes dits malhonnétes, n'a 4 satisfaire 
qu'au test de la personne raisonnable. La juge McLachlin, parlant de la troisieme catégorie des 
conduites malhonnétes mentionnées 4 l'article 380 C.cr. (les autres moyens dolosifs), écrit au nom 
de la majorité dans Théroux que : 

Le caractére « malhonnéte » du moyen est pertinent pour déterminer si la conduite est du genre de 
celle visée par l'infraction de fraude; ce qu'une personne raisonnable considére malhonnéte aide a 
déterminer si l'actus reus de l'infraction peut étre établi en fonction de certains faits. (the panel’s 


emphasis) 


x 


[35] Rien en principe ne s'oppose a ce que ces enseignements se reflétent dans l'analyse des 
infractions 4 l'étude. 


[36] Il ne fait aucun doute que l'utilisation non autorisée d'ordinateur s'apparente a un acte dolosif 
puisqu'un usage volontaire a des fins prohibées constitue a l'évidence un acte malhonnéte. 


[51] En ce qui a trait a l'actus reus des infractions reprochées 4 l'intimé, la preuve révéle qu'il était 
formellement interdit aux agents de la GRC d'utiliser le matériel informatique dans l'intérét d'une 
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autre personne et que chaque membre de ce corps de police devait respecter le manuel de 
référence du CIPC. 


[52] Il est admis que l'intimé a utilisé un ordinateur dans le but de favoriser les intéréts d'un tiers, 
en l'occurrence l'enquéteur privé Charlebois. Une personne raisonnable, diiment informée des 
régles qui prévalaient quant a l'utilisation limitée du matériel informatique de la GRC aux 
moments ot l'intimé a posé les actes prohibés, conviendrait aisément que de tels actes étaient 
contraires 4 ces régles et constituaient donc d'un point de vue objectif des actes malhonnétes. (the 


panel’s emphasis) 


[60] There is a distinction to be made between a violation of a work place policy on terms 
of use and the crime set out at section 342.1(1)(a) of the Criminal Code. The case of R. c. 
Lauzon, 2013 QCCQ 5060, which follows the reasoning in Parent, involved an officer of the 
Montreal Police (SPVM) conducting a search of a police database to verify the license plate of a 
vehicle at the request of her father. The crown accused her of unauthorized use pursuant to 
section 342.1(1)(a) because she would have obtained the computer service for personal use rather 
than police business. The court concluded that there was a reasonable doubt as to the use being 
unauthorized given that she was on duty at the time of the search and she was acting following a 
call from her father who expressed a concern for his safety related to the vehicle she conducted 
the verification on. | However, the court goes on to say that even if the use was found to be 


unauthorized, it would not be considered objectively dishonest. The court states: 


[159] Méme si le Tribunal en était arrivé 4 la conclusion que l’utilisation de l’ordinateur par 
Mme Lauzon lui était interdite, encore aurait-il fallu qu’il soit prouvé hors de tout doute 
raisonnable que cette utilisation a été faite frauduleusement. Bien qu’il n’ait pas a le faire vu sa 
conclusion précédente, le Tribunal aborde quand méme cette question. 


[160] Ilya lieu en effet, de distinguer entre une contravention aux régles d’utilisation du 
CRPQ imposées par le service de police et l’infraction prévue a l’article 342.11) a) du Code 
criminel. 


[161] Considérant l’ensemble de la preuve, le Tribunal en arrive 4 la conclusion que la 
poursuite ne s’est pas déchargée de son fardeau de démontrer hors de tout doute raisonnable que 
le 12 octobre 2007, Mme Lauzon a obtenu des services d’ ordinateur « frauduleusement ». 


[162] Eneffet, compte tenu du contexte particulier de la présente affaire et de l’ensemble de la 
preuve, le Tribunal a un doute raisonnable quant au fait qu’une personne raisonnable, placée 
dans les mémes circonstances, ici un policier ayant suivi la formation FLAIR et confronté a la 
méme situation que Mme Lauzon, aurait convenu que cette derniére se livrait_a_une activité 
malhonnéte en enquétant la plaque d’immatriculation au CRPQ. 


(The panel’s emphasis) 
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[61] The jurisprudence establishes that if conduct is technically unauthorized but not 
objectively dishonest, it would not fulfill the actus reus of section 342.1(1)(a). In order for the 
conduct to be considered objectively dishonest, it must be demonstrated that a reasonable person 
in the same circumstances as the accused person would have agreed that obtaining the computer 


service constituted dishonest activity. In her submissions, Ms. Manning argues the following: 


106. The Respondent takes the view that a reasonable person in the circumstances is an informed 
soldier with respect for international humanitarian law, the rule of law, the democratic process, 
and the fundamental dignity of human life. The reasonable person _in Ms. Manning’s 
circumstances would have recognized that they had access to evidence—hidden from any form 


of public or democratic scrutiny—of grave and systemic injustices amounting, in many cases, to 
violations of international law. Faced with that reality, a reasonable person would have first 
weighed the possibility, as Ms. Manning did, of seeking redress through internal legal channels. 
That reasonable person would have then found, as Ms. Manning did, that these processes not 


only offered no realistic prospect of success, but presented a real threat of reprisal. 


108. It would be incompatible with the Canadian legal order to describe conduct revealing gross 
violations of international humanitarian law and serious abuses committed against innocent 
civilians as “dishonest” to a reasonable person. Instead, the Respondent’s conduct was an act of 
transparency—one that transformed the public understanding of the “War on Terror” and 
provided a route to accountability for the systemic illegality and abuse that would have otherwise 
gone unknown and unremembered. Ms. Manning’s conduct cannot be considered “dishonest” 
because her crime, quite plainly, was an act of honesty. (The panel’s emphasis) 

(Final submission of the person concermed., Dec. 10, 2021) 


[62] In order to properly assess the position of the person concerned in regards to what a 
reasonable person would consider dishonest, it is necessary to examine the evidence in relation 
to her actual conduct and the cables themselves. The cables consist of communications sent from 
U.S. embassies and consulates across the world to the U.S. Department of State. Some of the 
evidence pertaining to the accessing, downloading and disclosure of the department of state 
cables, or diplomatic cables as they are referred to, is referenced in this decision at paragraphs 
46-50. We understand from the evidence that although Ms. Manning was convicted of obtaining 
and transmitting more than 75 cables to Wikileaks, she had accessed and downloaded 
approximately 250 000 cables for the purpose of transmitting them to Wikileaks. (The panel 
includes a reminder here that the Canadian offence at section 342.1(1)(a) does not require the 


element of transmission.) These cables were historical documents covering a number of years 
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ending in early 2010.° It is relevant for the panel to mention that Ms. Manning was precluded 
from testifying regarding the specific content of the cables at the hearing as she is subject to a 
non-disclosure agreement.’ However, the panel can gain some insight as to the nature and 
content of these diplomatic cables from previous statements of Ms. Manning herself (Exhibit P- 
9) as well as from various other sources such as Exhibit P-22 titled Wikileaks Embassy cables; 
the key points at a glance. This latter document, from The Guardian.com, references a number 
of articles written on the cables which were published in various media outlets in the world, 
namely The Guardian , the New York Times, and Le Monde among others. We can gather that 
the subject matter of the cables varied greatly, ranging from comments on the characters and 
capabilities of different world leaders, to assessments as to the dependability of allies, the 
corruption present in different countries and the positions of certain state actors on climate 
change, just to name a few.’ Exhibit C-18”, an article from CBC News, discusses the content of 


some of the cables referencing Canada. The article states the following: 


On Nov. 28, 2010, WikiLeaks and its media partners began releasing some of the more than 
250,000 classified diplomatic cables obtained by the group. The cables, sent from 274 U.S. 
embassies around the world, reveal frank and sometimes unflattering assessments of several 
world leaders and allies, including Canada. Cables have continued to be published, with the 
latest batch released on April 28, 2011. 


Many of the leaked diplomatic cables have referenced Canada, including one sent by the U.S. 
Embassy in Ottawa to the U.S. government in 2008. It reported former CSIS director Jim 
Judd saying Canadians and their courts had an "Alice in Wonderland" world view. 


Other Canadian references in the cables include: 

-Cables released on April 28, 2011, reveal that the U.S. had kept an eye on Canada's debate 
about the prorogation of Parliament in 2008 and that it was frustrated with the delay in 
implementing copyright legislation. They also quoted the U.S. ambassador to Canada as 
criticizing the Conservatives’ tough-on-crime agenda as lacking substance. 

-A leaked cable from December 2008 suggests that U.S. Embassy officials in Ottawa 
saw Stephen Harper's appointment of senators as "a major about-face for a PM and a 
party that long campaigned for an elected upper chamber. The cost of the eighteen new 
senators also conflicts with political messaging about the need for official belt 
tightening." 


6 Exhibit C-18 , p.160 indicates that the cables cover a 6 year period. In Exhibit P-9 Ms. Manning stated that the cables went from 
the earliest dates of the Net Centric Diplomacy (NCD) portal to February 28, 2010. 

7 Classified Information Non-Disclosure Agreement between Chelsea Manning and the United States , signed 29 may 2015. 

8 Exhibit P-12, Yochai Benkler, A Free and Irresponsible Press: Wikileaks and the Battle Over the Soul of the Networked Fourth 
Estate, 46 Harv. C.R.-C.L.L. Rev. 311 (2011), p.296-298 discusses the cable leaks and how the nature of the information they 
contained varied significantly and covered numerous topics with varying degrees of importance. 

° Wikileaks: The Players and key moments, CBC News, posted November 29, 2010, last updated August 18, 2014. 
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-A leaked diplomatic note reported on in February 2011 said Libya threatened to nationalize 
Petro-Canada's operations. It also said Libyan leader Moammar Gadhafi cancelled a late 
September 2009 stopover in Newfoundland because he was reportedly angry with 
Canada's disapproval of the hero's welcome shown to a man convicted in the Lockerbie 
bombing. 

-U.S. diplomats in Ottawa writing to Washington that the CBC pushes "insidious negative 
popular stereotyping " with "anti-American melodrama" in its entertainment TVprograms. 


-An American diplomat saying that a French government official indicated that Prime 
Minister Stephen Harper was invited to the D-Day commemoration in France last year 
because his government was facing political instability. 


[63] The cables are also briefly discussed in the report of Professor Heidi Matthews at 
Exhibit P-4, who testified at the hearing. The person concerned asks us to qualify Professor 
Matthews as an expert witness. Her report, in her own words, “summarizes the most impactful 
aspects of the information provided by Ms. Manning, — including evidence of serious 
international law violations committed or tolerated by the United States and coalition forces. 
This is followed by a discussion of how this information has promoted a culture of 
accountability for these violations, and a survey of the broader importance of the revelations in 
strengthening public expectations of democratic accountability.”!° Professor Matthews is an 
assistant Professor of Law at Osgoode Hall Law School, York University Toronto. She has 
detailed her experience in the résumé attached to her report and has established that she has 
researched and written on American counter-insurgency policy (COIN), international 
humanitarian and human rights law and the “War on Terror”. While we can conclude that 
Professor Matthews has expertise in these fields, it must be noted that her report is largely 
dedicated to discussing the other documents Ms. Manning was convicted of disclosing (Iraq and 
Afghanistan war logs, Collateral Murder video, etc.) and dedicates only a few paragraphs 
specifically to discussing the diplomatic cables. Nonetheless, it is still relevant and useful in 
some respects. In her report, Professor Matthews defines the “war on terror” 


...aS being comprised of three main arenas: (1) the Iraq War, authorized by the United States 
Congress in 2002 but widely regarded as illegal in the sense that it did not comply with the 
United Nations Charter requirement that armed conflict only be embarked upon as an act of self- 
defense against armed attack or pursuant to Security Council authorization; (2) the military 
actions undertaken in Afghanistan, initially by the United States and United Kingdom acting 


'0 Exhibit P-4, Expert Report of Dr. Heidi Matthews on the International Crimes Revealed by the Respondent’s disclosures 
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pursuant to assertions of the right of self-defense under the Charter and later undertaken by 
NATO acting pursuant to a Security Council mandate; and various discreet anti-terrorism 
military operations undertaken all over the world by the United States acting under the 
Congressional authorization. (Exhibit P-4, p. 100) 


[64] In her report, she cites another scholar who comments on the revelations of the 


documents that Ms. Manning obtained. She writes: 


Dr. Roslyn Fuller, who has conducted a searching analysis of the impact of whistleblowing as a 
tool for enforcing international law obligations has concluded “[t]here is a general, if not 
universal, consensus that the Iraq and Afghan war logs, some of the diplomatic cables, and the 
“Collateral Murder” video all reveal evidence of significant, and in some cases systemic, 
international law violations committed by state actors.” (Exhibit P-4, p. 103 ) (the panel’s 
emphasis) 


[65] It is worth noting that in the excerpt cited above, while the Iraq and Afghan war logs 
are referred to as a whole, the diplomatic cables are qualified with the mention that only “some” 
reveal evidence of international law violations. Professor Matthews goes on to discuss a series 
of diplomatic cables which reveal details about a Canadian-Egyptian citizen who was held at 
Bagram prison for several months without charge before Canada, who knew of the situation, 
took action to repatriate him. According to Professor Matthews, the information revealed that 
human rights violations may have been committed against him by Canadian and American 
officials. Additionally, she states that the cables’ importance has been described as offering the 
public a clear-eyed version of how the United States government conducts foreign policy and 


they reveal possible international law violations committed by other states. 


[66] As mentioned, the person concerned downloaded approximately 250 000 cables for the 
purpose of transmitting them to WikiLeaks. The evidence does not establish that she personally 
read all 250 000 but rather that, as she stated, she simply sorted them according to their level of 
classification (or sensitivity level) and determined that the ones which were approved for the 
widest distribution within the organization were the ones she would download for Wikileaks. It 
appears from Ms. Manning’s own statements that she was able to search the cables and that she 


had in fact read the cables pertaining to Iraq (as required by her work) and several other cables 
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that were of interest to her. Yet she did not significantly curate the selection of cables she chose 
to download as to their subject matter and relevancy to her stated objective, i.e. to expose 
conduct revealing gross violations of international humanitarian law and serious abuses 
committed against innocent civilians It was essentially a ‘data dump’ where hundreds of 
thousands of cables, pertaining to numerous seemingly unrelated subjects of varied importance, 
were indiscriminately copied over an extended period of time and transferred. Unlike the war 
logs which, despite being voluminous, were directly related to the activity of the U.S. in the wars 
in Afghanistan and Iraq, it has not been demonstrated that all or even the bulk of the diplomatic 
cables Ms. Manning accessed and downloaded or that she was convicted of disclosing were in 
relation to the war on terror or to serious abuses and violations she felt it was necessary to 


expose. 


[67] In summary, Ms. Manning downloaded an unauthorized program onto her work 
computer and retrieved hundreds of thousands of Department of State cables for the purpose of 
transmitting them to Wikileaks. This activity occurred over a period of almost 2 weeks. This can 
be qualified as an unauthorized use for a prohibited purpose. The fact that she could access the 
information in the normal course of her work does not negate the fact that, in the circumstances 
related to this case, she was not accessing the information for work purposes but for the purposes 
of sending it to Wikileaks. Although the person concerned argues that her conduct was not 
dishonest because it’s purpose was to reveal gross violations of international law and serious 
abuses, the reality is that the evidence demonstrates that she did not select the cables based on 
their subject matter or content. Whether or not she was aware of the content of all the cables, she 
knew or should have known that not all the cables she was downloading revealed wrongdoing or 
even matters of “serious public concern”. Many of the cables referenced in the evidence appear 
to have no prima facie connection to her stated objective. The scope of what she accessed and 
downloaded went beyond what could be reasonably characterized as documents revealing gross 
violations of international humanitarian law and serious abuses committed against innocent 
civilians. She had the capacity and time to be more selective, but she chose to take a 


“wholesale approach”, as the Minister describes it. The premise she put forth to qualify her 
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conduct in regards to the diplomatic cables as being honest was not supported by her actual 
actions. The panel finds that a reasonable person in the same circumstances, being a soldier with 
respect for international law and human rights but informed on his/her obligations with regard to 
the information they had access to, would conclude that this use of the computer database was 


dishonest. 


[68] With regard to the document referred to in specification 14, which the panel will refer to 
as the Iceland cable and which was the basis for one of Ms. Manning’s convictions pursuant to 
18 U.S.C. s. 1030 (a) (1), this cable was obtained in a different manner. Ms. Manning 
specifically searched for this cable, wherein Iceland was asking the U.S. for assistance in regards 
to a financial issue, after learning about the matter on the Wikileaks site and noting that the 
users of that site had been discussing this topic. The matter does not, on its face, appear to 
involve human rights abuses or gross violations of international law. Ms. Manning states that 
what she saw led her to believe that the U.S. was not going to help Iceland because they did not 
have a geopolitical interest to do so, and she felt that by having Wikileaks publish the cable she 
could “right a wrong”. Again, the panel finds that a reasonable person in the same 


circumstances would find this use of the computer database was dishonest. 


[69] The panel finds that all of the essential elements of section 342.1(1) (a) of the Criminal 


Code have been established and therefore concludes that there is equivalency of offences. 


[70] As previously discussed, the Minister submitted that subsections b) and c) of 342.1(1) 
of the Criminal Code could also apply in the case before us. Section 342.1(1) (b) of the Criminal 


Code states the following offence (definitions follow) : 


342.1 (1) Every one who, fraudulently and without colour of right, 


[eel 


(b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts 
or causes to be intercepted, directly or indirectly, any function of a computer system, 
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342.1(2) electro-magnetic, acoustic, mechanical or other device means any device or 
apparatus that is used or is capable of being used to intercept any function of a 
computer system, but does not include a hearing aid used to correct subnormal hearing 
of the user to not better than normal hearing; (dispositif électromagnétique, 
acoustique, mécanique ou autre) 


function includes logic, control, arithmetic, deletion, storage and retrieval and 
communication or telecommunication to, from or within a computer system; 
(fonction) 


intercept includes listen to or record a function of a computer system, or acquire the 
substance, meaning or purport thereof; (intercepter) 


[71] If the panel compares the wording of this subsection with 18 U.S.C. 1030(a)(1) we can 
see that the essential ingredients are not the same. The U.S. offence does not refer to 
“interception” by means of a “device”. The panel agrees with the submission of Ms. Manning 
to the effect that ‘interception” needs to be established for the Canadian offence to be made out. 
She cites the cases of R. v. Jones, 2017 SCC 60, para. 69; R. v. TELUS Communications Co., 


2013 SCC 16, para. 37 where the court discusses the notion of interception and concludes that: 


[69] Based on its plain meaning, interception suggests a prospective concept of authorization 
relating to communications not yet in existence. The word “intercept” denotes an interference 
between the sender and recipient in the course of the communication process (see R. v. 
Belcourt, 2015 BCCA 126, 322 C.C.C. (3d) 93, at paras. 45-46; R. v. McQueen (1975), 1975 
CanLII 1373 (AB CA), 25 C.C.C. (2d) 262 (Alta. S.C. (App. Div.)), at p. 265; R. v. Giles, 2007 
BCSC 1147, at para. 37 (CanLII). As explained in TELUS, the “word ‘intercept’ implies that the 
private communication is acquired in the course of the communication process” (para. 37) 


[72] The evidence does not establish that what Ms. Manning did qualifies as interception. 
She downloaded historical cables from a database. As was previously cited in the summary of 
the evidence “appellant’s use of Wget allowed her to access the cables by circumventing the DoS 
portal and contacting the server directly, which allowed her to directly download the cables onto 
her hard drive, and ultimately transmit seventy-five classified cables to Wikileaks.” (Exhibit C-7) 
This does not correspond to the definition of interception given in the jurisprudence which refers 
to acquiring information in the course of the communication process. In the present case there is 
no evidence of interception of information between a “sender” and a “recipient”. The panel finds 


there is no equivalency with section 342.1 (1)b) of the Criminal Code. 


At 
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[73] Section 342.1 (1) c) states that: 
342.1 (1) Every one who, fraudulently and without colour of right, 


[...] 


(c) uses or causes to be used, directly or indirectly, a computer system with intent to 
commit an offence under paragraph (a) or (b) or an offence under section 430 in 
relation to data or a computer system, 


[74] This subsection criminalizes the use of a computer system with the intent to commit an 
offence under paragraph a) , b) of section 342.1(1) or section 430 of the Criminal Code. The 


latter relates to section 430 (1.1) of the Criminal Code which states: 


Mischief in relation to computer data 
(1.1) Everyone commits mischief who wilfully 
(a) destroys or alters computer data; 
(b) renders computer data meaningless, useless or ineffective; 
(c) obstructs, interrupts or interferes with the lawful use of computer data; or 


(d) obstructs, interrupts or interferes with a person in the lawful use of computer data or denies access 
to computer data to a person who is entitled to access to it. 


[75] The Minister has not made out a case to support that the person concerned intended to 
commit an offence pursuant to section 430 (1.1) and the evidence before the panel does not 
establish this either. The panel has already concluded that the acts committed by Ms. Manning 
do not qualify as interception and there is no evidence that there was an intent to commit the 
offence described in subparagraph b) of section 342.1(1). This leaves us with the intent to 
commit an offence under subparagraph a), obtaining a computer service. The case of Braile'! 


discusses the application of section 342.1(1)(c) and states: 


[123] The first element of unauthorized use of computer asks whether the accused 
used a computer system. 


[124] The second element asks whether the accused did so for the purpose of 
committing an offence under s. 342.1(1); that is, whether he used the computer system 
to obtain a computer service fraudulently and without colour of right. 


"'R v Braile, 2018 ABQB 361 (CanLID), 
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[76] A computer system is defined as: 


computer system means a device that, or a group of interconnected or related devices 
one or more of which, 


(a) contains computer programs or other data, and 
(b) pursuant to computer programs, 
(i) performs logic and control, and 


(ii) may perform any other function; (ordinateur) 


[77] The evidence shows that Ms. Manning used the Secret Internet Protocol Router 
Network computer ( SIPRNET ), which is a computer system. The evidence shows that she did 
so for the purpose of obtaining a computer service, i.e. data in the form of diplomatic cables, 
fraudulently and without color of right, as discussed in the analysis pursuant to section 
342.1(1)(a) above. The panel finds that the evidence shows there is equivalency with section 


342.1(1) (c) of the Criminal Code. 


Defence of Necessity 


[78] The person concerned submits that even if there is equivalency of offences, the defence 
of necessity applies in the present matter. Given that the panel has not found an equivalency 
with the Canadian offence in regards to the offences pursuant to 18 U.S Code 793e), there is no 
need to analyze this defence as it pertains to those offences. Hence, the panel’s analysis will 
consider the defence of necessity solely in relation to the conviction pursuant to 18 U.S.C. s. 


1030(a)(1) i.e. the offences involving the department of state cables. 


[79] The jurisprudence has established that the defence of necessity requires proof that: 


i. there exists a clear and imminent peril; 


li. there is no reasonable legal alternative available to disobeying the law; 
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ili. _ there is proportionality between the harm inflicted and the harm sought to 
be avoided." 


Clear and imminent peril 


[80] R. v. Latimer, 2001 SCC 1 (CanLID), describes clear and imminent peril as a situation 
where “disaster must be imminent, or harm unavoidable and near. It is not enough that the peril 
is foreseeable or likely; it must be on the verge of transpiring and virtually certain to occur.” The 
person concerned’s main argument with regards to the defence of necessity is that she was 
seeking to make the public aware of the ongoing illegal and abusive actions of U.S. and allied 
forces in the context of the “war on terror’, including the disproportionate deaths of civilians. 
The person concerned submits that in her case, “the urgent and imminent threat was to the lives 
of Afghan and Iraqi civilians and detainees, who faced daily existential risk due to the policies 
and practices of the U.S. occupation forces, their allies and contractors.” Yet, as has been 
discussed, the fact is that the cables deal with matters outside the scope of the peril identified by 
the person concerned. Ms. Manning’s statements pertaining to the diplomatic cables indicate 
that she wanted to expose how the U.S. Department of State dealt with other nations and show 
how the United States had sold the ‘war on terror’ to other nations. From her statement at 
Exhibit P-9, we can see that she qualified the cables as a “catalog of cliques and gossip” and she 
believed that it would be best if there was more open diplomacy and an end to “back door deals.” 
She felt that making the cables public would promote that. It seems that the person concerned’s 
actions with respect to the cables were in response to her disagreement with the way the 
Department of State conducted its business rather than to a clear and imminent peril. It bears 
underlining that the diplomatic cables were historical documents dating over several years and 
therefore not necessarily indicative of something that was “on the verge of transpiring.” The 
evidence does not support a finding that there existed a clear and imminent peril, as defined in 


the jurisprudence, that needed to be avoided. 


2 Canada (Public Safety and Emergency Preparedness) v. Aly, 2018 FC 1140 (CanLII) 
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[81] If we consider the cable pertaining to the issue involving Iceland, Ms. Manning stated 
that she felt Iceland was being “diplomatically bullied” by two other nations and the U.S. did not 
act on Iceland’s request for assistance because of varying geopolitical interests. She felt that in 
having Wikileaks publish the cable she might be able to “right a wrong”. The evidence shows 
that this was an ongoing issue of a financial nature and involved using anti-terrorism legislation 
to freeze certain Icelandic assets. Even if we situate the subject matter of the cable within the 
larger context of the “war on terror’, the matter does not, on its face, appear to demonstrate 
human rights abuses or gross violations of international law nor does it qualify as an 
“emergency” or as an imminent “disaster” and the person concerned has not made any 
compelling arguments to that effect. So why single it out? We can see from reading her own 
statements on the matter that Ms. Manning searched for this cable after learning about the issue 
on the Wikileaks site and noting that the users of that site had been discussing this topic. The 
panel cannot conclude, based on the evidence available, that there was a clear and imminent peril 
that needed to be avoided and that it was inevitable and unavoidable for the person concerned to 


act as she did. 


Proportionality between the harm inflicted and the harm sought to be avoided 


[82] The case of Latimer states the following in regards to the requirement of 


proportionality: 


31 The third requirement is that there be proportionality between the harm inflicted and the harm 
avoided. The harm inflicted must not be disproportionate to the harm the accused sought to 
avoid. See Perka, per Dickson J., at p. 252: 


No rational criminal justice system, no matter how humane or liberal, could excuse the infliction 
of a greater harm to allow the actor to avert a lesser evil. In such circumstances we expect the 
individual to bear the harm and refrain from acting illegally. If he cannot control himself we will 
not excuse him. 


[...] 


34 The third requirement for the defence of necessity, proportionality, must be measured on an 
objective standard, as it would violate fundamental principles of the criminal law to do 
otherwise. Evaluating the nature of an act is fundamentally a determination reflecting society’s 
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values as to what is appropriate and what represents a transgression. Some insight into this 
requirement is provided by G. P. Fletcher, in a passage from Rethinking Criminal Law (1978), at 
p. 804. Fletcher spoke of the comparison between the harm inflicted and the harm avoided, and 
suggested that there was a threshold at which a person must be expected to suffer the harm rather 
than break the law. He continued: 


Determining this threshold is patently a matter of moral judgment about what we expect people 
to be able to resist in trying situations. A valuable aid in making that judgment is comparing the 
competing interests at stake and assessing the degree to which the actor inflicts harm beyond the 
benefit that accrues from his action. (the panel’s emphasis) 


[83] The person concerned acknowledges that the diplomatic cables were of a different 
character than the Iraq and Afghanistan war logs and the video referenced as “collateral murder’, 
but submits that they are still relevant to the “big picture” of the war on terror. However, it is 
difficult to conclude that in order to protect the lives of Afghan and Iraqi civilians and detainees, 
it was necessary for the person concerned to obtain cables pertaining to entirely unrelated 
matters. For example, there is a marked difference between a cable exposing prisoner abuse and 
a cable revealing that U.S. diplomats in Ottawa think Canadian television stereotypes Americans. 
Moreover, the evidence does not establish that the focus of the cables was on revealing other 
types of abuses or violations. Although Ms. Manning stated she believed the release of the 
cables would not damage the U.S. beyond causing embarrassment to the Department of State, the 
cables were obviously restricted to internal use and considering the often delicate nature of 
diplomatic relations, it is not unreasonable to think that the publication of some of those cables, 
may have done more harm than good. In fact, the evidence suggests that the release of the cables 
sparked a “worldwide diplomatic crisis” for the United States.!? Also, it appears that the person 
concerned did not sanitize the documents she downloaded of identifying information, and this 
task was left to the discretion of the media outlets. As an article in the Associated Press 
discusses, individuals or informants named in those cables could face varying degrees of 


4 


risk/harm depending on which part of the world they find themselves in.'* However, even if the 


'3 Exhibit C-22, p.549 

'4 AP review finds no threatened Wikileaks sources, Associated Press10 September 2011, a selective survey conducted by the 
Associated Press finds the sources they contacted did not feel threatened by their names being leaked, but the article 
acknowledges that “revelations that may cause personal or political discomfort for a U.S. embassy contact in western Europe 
may be life-threatening for an informant in an undemocratic nation.” 
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harm inflicted took the form of reputational damage and embarrassment or had a fairly modest 
impact on U.S. foreign policy'’, the person concerned has not demonstrated that the harm 
inflicted was proportional to the harm avoided, particularly in light of the fact that, as stated 
previously, she included cables which had no relation to the harm she believed was being caused 
by the “war on terror”. While there is evidence that some of the cables were relating to possible 
abusive or illegal activities and the proportionality criteria for those might be analysed 
differently, Ms. Manning did not limit herself to these cables when she committed the offence. 
Her actions exceeded what she claims was necessary in the circumstances.!° When the whole of 
the conduct relating to the offence is considered, the panel concludes that the evidence does not 


establish that the actions of the person concerned were proportionate in the circumstances. 


[84] Given that the panel has already determined that the existence of a clear and imminent 
peril and the proportionality between the harm inflicted and the harm avoided have not been 
demonstrated, we see no need to examine the existence of a reasonable legal alternative to 
disobeying the law. Based on the applicable criteria, it is not possible for the panel to conclude 
that it was necessary for the person concerned to fraudulently and without color of right obtain 


the Department of State cables for the purpose of transmitting them to Wikileaks. 


[85] The panel concludes that the defence of necessity is not applicable in the case before us. 


CONSTITUTIONAL QUESTION 


[86] The person concerned argues that if the Minister’s interpretation of section 342.1 of the 
Criminal Code is adopted, the provision would be unconstitutional and in violation of sections 7 


and 2 of the Canadian Charter of Rights and Freedoms (Charter). Similar arguments were made 


'5 See Exhibit P-12 , Yochai Benkler , ’A free and Irresponsible Press: WikiLeaks ad the Battle over the Soul of the Networked 
Fourth Estate”, 46 Harv. C.R.-C.L.L. Rev. 311 (2011) p. 282,- comments of Defence Secretary Gates in relation to the release of 
the diplomatic cables 

'©R. v. Murray, 2010 ABQB 784, par. 33, in cases of impaired driving the courts found that the defence of necessity was not 
available where the driver drove longer than was necessary in the circumstances. 
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in regards to section 16(2) of the SOIA but since the panel has found no equivalency with the 


foreign offence we will not be dealing with the constitutionality of that provision. 


Standing to challenge the constitutionality of a law 


[87] The Minister submits that Ms. Manning does not have standing to challenge the 
constitutionality of the provision of the Criminal Code, given that she is not accused of or facing 
criminal charges in Canada The Minister submits that the admissibility proceeding does not 
engage any Charter rights for Ms. Manning, given that she is a foreign national currently outside 
Canada. The person concerned submits that she has legal standing based on the fact that the ID 
cannot base itself on an unconstitutional law to find her inadmissible to Canada. The person 
concerned cites the case of Halm v. Canada ( Minister of Employment and Immigration ), 1995 
CanLII 3573 (FC), [1995] 2 FC 331 where the applicant was asking the Federal Court to set 
aside the deportation order issued against him by the ID because the Criminal Code provision the 
ID based themselves on to establish equivalency was unconstitutional. In their decision the court 


stated: 


I note, as well, that there is no dispute that the applicant is entitled to challenge the 
validity of section 159 even though he is doing so indirectly, in the context of the 
deportation proceedings, and not as a result of having been charged or convicted 
under section 159. This follows from the Supreme Court's decision in R. v. Big M Drug 


Mart Ltd. et al., 1985 CanLII 69 (SCC), [1985] 1 S.C.R. 295, at pages 312-314. In that 


case, the Chief Justice held that even though a corporation could not benefit from the 
constitutional guarantee of freedom of religion, it still had the right to challenge the 
validity of a law on the ground that the law infringed that guarantee. He emphasized that 
it was the nature of the law, not the status of the accused which was in issue. If a 
legislative provision is constitutionally invalid, it is constitutionally invalid for all 


purposes. 


[88] Based on the findings in Halm, the panel concludes that Ms. Manning does have 


standing to challenge the legal validity of section 342.1 of the Criminal Code given that, even 
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though she is not being charged in a criminal context, she is still facing legal consequences 
which emanate directly from that law since her inadmissibility to Canada is based on that 


provision. 
Section 7 of the Charter 


[89] Section 7 of the Charter guarantees the right to life, liberty and security of the person 
and the right not to be deprived thereof except in accordance with the principles of fundamental 
justice. The person concerned argues that section 342.1 of the Criminal Code engages section 7 
of the Charter because it carries a potential sentence of imprisonment. This argument is 
supported by the statement of the court in the Halm case where the judge states, “A consequence 
of being convicted of the offence described therein can be a ten-year jail sentence. That alone 


I 


would seem to me to engage section 7 of the Charter.’ 


[90] The person concerned goes on to argue that if section 342.1 is interpreted to apply to her 
actions then it would not be in accordance with principles of fundamental justice. More 
specifically, she argues that it would be overbroad “to the extent that it applies to an act of 
whistleblowing or to other good faith acts in which the public interest outweighs the harm” and 


would also expose any number of other legitimate actors to serious criminal liability. 


[91] A law is overbroad if it can hypothetically apply to a class a people beyond the purpose 
and objective of the law, who should not be captured.'’ Ms. Manning argues that whistleblowing 
was never contemplated by Parliament as an act of fraud that could be captured by the offence at 


342.1 of the Criminal Code. She submits: 


Whistleblowers play a critical constitutional role in our system of government, particularly 
in areas like national security, where the stakes are high, procedural protections are weak, and 
secrecy is the standard. In recognition of that essential role in a democratic society, Parliament 
has recently amended the Criminal Code and the Canada Evidence Act to provide even 
greater statutory protections to both journalists and whistleblowers. And in other areas of the 
law, the courts have seen fit to protect “responsible communication in the public interest”—a 
defense in which the public interest is defined broadly and applies to all speakers, not just 


"7 Carter v. Canada (Attorney General), 2015 SCC 5 at paras. 85-88. 
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professional journalists. (par. 54 Submissions of the person concerned on the constitutional 
question Dec. 10, 2021) 


[92] The person concerned submits the definition of whistleblower, adopted by the UN 


Special Rapporteur on Free Expression, as being: 


a person who exposes information he or she believes at the time of disclosure to be true and to 
constitute a threat or harm to a specified public interest, such as a violation of national or 
international law, abuse of authority, waste, fraud, or harm to the environment, public health or 
public safety. (Submissions on the constitutional question, Dec. 10, 2021, p.12) 


[93] The Minister relied on the case of Read vs Canada (Attorney General), 2006 FCA 
283, which discusses the scope of the whistleblower defence. (This case was discussed in the 
Minister’s response to the person concerned’s Charter arguments, albeit in the section discussing 
the Security of Information Act.) While it is true that the Read case discusses a different issue, 
that being the duty of loyalty and the applicable test to terminate a public servant for 
whistleblowing, the court’s analysis of the whistleblowing defense is nonetheless useful to us in 


the present matter. In Read , the court states: 


[119] I am also satisfied that such an exception to the duty of loyalty of RCMP officers is not 
warranted. It is important to remind ourselves that the purpose of the exceptions 
formulated in Fraser, is not to encourage or allow public servants to debate issues as if they were 
ordinary members of the public, unencumbered by responsibilities to their employer. Rather, the 
purpose of the exceptions, as I understand them, is to allow public servants to expose, in 
exceptional circumstances, government wrongdoing. It appears to me that the exceptions are 
sufficiently broad to allow public servants to speak out when circumstances arise where 
disclosure must take precedence over the duty of loyalty. 


[120]The exceptions formulated in Fraser, i.e. where the government is engaged in illegal 
activity or where its policies jeopardize the life, health or safety of the public or members of the 
public, are no doubt matters of legitimate public concern. It is clear, however, from the 
words used by Dickson C.J. in Fraser, that he did not intend to create an exception so as to allow 
public servants to voice all of their concerns or disagreements with government policies and 
departmental activities. I have no doubt that had that been his intention, the exceptions would 
have been articulated in a very different manner. Thus, I am in agreement with Harrington J. 
when he says, at paragraph 109 of his reasons, that “[h]owever, I do not find that legitimate 
public interest at large is an exception to the duty of loyalty owed by an employee to his or her 
employer.” 
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[94] Similarly, in the case of Stenhouse v. Canada (Attorney General), 2004 FC 375, the 


court states: 


[39]While the freedom of public servants and, in the present case, members of the RCMP, to 
speak out is protected in common law and by the Charter, the “whistleblower” defence must be 
used responsibly. It is not a licence for disgruntled employees to breach their common law duty 
of loyalty or their oath of secrecy. In this case, the confidential documents disclosed by the 
applicant reflected his disagreement with confidential RCMP policy on the allocation of 
resources to fight crime. The documents do not disclose either an illegal act by the RCMP or a 
practice or policy which endangers the life, health or safety of the public. The RCMP policy at 
issue involves the allocation of RCMP resources to fighting different types of crime--a policy 
with which the applicant disagreed, but a confidential policy properly decided by 
senior RCMP management who know and understand the "big picture" of crime in Canada. 
Accordingly, while the Court recognizes the important objectives served by the availability of 
the “whistleblowing” defence, the Court agrees that it does not apply in the present 
circumstances. 


[95] The reasoning of the court establishes that for the whistleblowing defence to apply, it 
must be demonstrated that the information in question exposes an illegal act or a practice or 
policy which endangers the life, health or safety of the public. As was discussed in the present 
decision, the evidence indicates that Ms. Manning accessed and downloaded 250 000 
confidential cables for the purpose of transmitting them to Wikileaks. It appears only some of 
them expose evidence of possible abuse or violations of international law. Her own statements 
regarding the reasons she downloaded the cables indicate that she disagreed with the backdoor 
deals that went on and felt there should be more open diplomacy. The reasoning in Read and 


Stenhouse indicate that this would not be sufficient grounds to expose restricted information. 


[96] Section 342.1 of the Criminal Code criminalizes the unauthorized use of a computer, yet 
it has a built in safeguard in that it requires not only that the use be unauthorized but also that a 
reasonable persons would find the use to be dishonest. This safeguard prevents the provision 
from being overbroad and capturing conduct which Parliament did not intend to criminalize. As 
the person concerned points out, there are no judgements in which section 342.1 of the criminal 
code was applied to a case where a computer system was accessed to provide information to the 


public on a matter of serious public concern. Depending on the circumstances of each case, a 
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legitimate act of whistleblowing might not be found to be objectively dishonest as per the 
“reasonable person test”. In the case before the panel, the acts of the person concerned, 


specifically with regards to the diplomatic cables, were found to be objectively dishonest. 


Section 2 of the Charter 


[97] Section 2 of the Charter states (in part): 


Everyone has the following fundamental freedoms: 
a)freedom of conscience and religion. 


b) freedom of thought, belief, opinion and expression, including freedom of the press and other 
media of communication. 


[98] The person concerned submits that if section 342.1 is applied to a person in her situation 
then it would constitute an unjustifiable infringement of freedom of conscience and of the 
public’s right to know. She reiterates the argument that an individual cannot be said to have 
acted dishonestly simply because their actions were not in compliance with a company policy, 
and argues that such an interpretation could expose ordinary workers who occasionally check 
social media or install a game on an office laptop to criminal liability. Also, it would threaten 
expressive activities in that it could expose individuals such as researchers to criminal liability. 
It is submitted that this would constitute overbreadth. To support this argument, the person 
concerned provided into evidence a statement by Ronald Diebert'’, who is the Director of the 
Citizen Lab which is based at the University of Toronto and is described as an interdisciplinary 
laboratory focusing on research relating to information and communication technologies, human 
rights and global security. Professor Diebert explains that the Citizen Lab researches and 
documents information controls such as internet censorship and surveillance which can impact 
the openness and security of digital communications and pose threats to human rights. He cites 
various examples of technical research conducted by the Citizen Lab, such as uncovering an 
espionage operation that infiltrated the computer networks of hundreds of government offices, 


NGO’s and other organizations. The Citizen Lab uses various technologies, programs and tools, 


'8 Exhibit P-5 
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most of which are governed by user agreements and policies. Professor Diebert states that he 
believes interpreting section 342.1 of the Criminal Code to define a violation of such agreements 
and policies as “fraudulent” or “without color of right” would put the work of the Citizen Lab 


and its researchers at significant risk and would chill the important research they conduct. 


[99] The court in Lauzon clearly pointed out that the offence described at section 342.1 of 
the Criminal Code does not amount to a mere violation of the terms of use policies. The element 
of dishonesty must be present. Hence, it is not all unauthorized use that would be subject to 
criminal prosecution. In regards to activities such as the simple unauthorized downloading of 
music on a work computer for no other purpose, it is unlikely, again depending on the 
circumstances of each case, that a reasonable person would find this conduct to be dishonest. 
There is also an additional safeguard built into the mens rea component of section 342.1 For 
example, the court in Lauzon specified that the crown had not proven the mens rea component in 


that: 


[171] Méme si Mme Lauzon a utilisé l’ordinateur de maniére consciente et volontaire, le 
Tribunal conclut a l’existence d’un doute raisonnable sur le fait qu’elle savait que son geste était 
interdit au regard des fins projetées par l’usage qu’elle en a fait. 


[100] Inthe case of R. v. Senior, 2021 ONSC 2729, unauthorized activity was not found to be 
objectively dishonest and the court also found that the mens rea component had not been 


established. 


[320] There is no question that Cst. Senior obtained a computer service and that the use of the 
computer service was prohibited in accordance with YRP directives. In this case, it would appear 
that instead of accessing it directly himself, Cst. Senior used Cst. Timerbulatov to achieve 
indirectly what he could not achieve directly. It is not clear to this court, however, that a 
reasonable person in Cst. Senior’s circumstances would conclude that his use of the computer 
service, in this instance, was dishonest. 


[321] Cst. Senior knew that George Papotusos wanted this information in order to file a claim. 
It was information for George Papoutsos about George Papoutsos. This court is not convinced, 
beyond a reasonable doubt, that_a reasonable person in Cst. Senior’s circumstances would 
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conclude that this use of the computer database was dishonest. There is an allegation that Cst. 
Timerbulatov was at Cst. Senior’s home to drop off money to purchase steroids, which will be 
dealt with below. It would appear, therefore, that the real purpose of Cst. Timerbulatov being at 
Cst. Senior’s home that night was not to run this plate, but rather to drop off money. Cst. Senior 
appeared to take advantage of the opportunity of having a police mobile terminal at his home to 
have the licence plate run. This court cannot conclude, on these facts, that Cst. Senior knew that 
this action was wrong and was trying to cover it up by having Cst. Timerbulatov run the plate. 
Given the innocuous reason for which this information was sought, this court cannot conclude that 
Cst. Senior intended to commit the prohibited act with knowledge that he was wrong with respect 
to his use of the computer service. (the panel’s emphasis) 


[101] With regard to activities such as those conducted by the Citizen Lab, Professor 
Diebert’s statement clearly underlines that the work of the Citizen Lab is subject to rigorous 
ethical protocols including oversight from the University of Toronto Ethics Research Board and 
legal counsels and that it conducts extensive due diligence in relation to its research activities. 
The panel’s understanding is that Citizen Lab is not intentionally breaching terms of use policies 
or contracts, but rather Professor Diebert expresses a concern that the Citizen Lab could be the 
target of legal action pursuant to section 342.1 by actors making dubious or opportunistic 
allegations of violation of their user agreement in order to discourage future research. However, 
the examples he puts forth of previous legal threats against the Citizen Lab are not with respect 
to a criminal proceeding pursuant to section 342.1. In any case, even if Citizen Lab were 
accused pursuant to section 342.1, the evidence would have to establish not only the mens rea 
requirement. i.e. that there was knowledge that the use was unauthorized but also that the use 
could be interpreted by a reasonable person as being dishonest. In the case of legitimate 
research such as that conducted by the Citizen Lab, it has not been shown that it would be 


captured by section 342.1 


[102] As previously discussed, the conduct of Ms. Manning in regards to the diplomatic 
cables was found to be not only unauthorized but also objectively dishonest. However, there 
may be cases where an accused’s conduct will not be considered dishonest based on a reasonable 
person test. Therefore the panel concludes that section 342.1 of the Criminal Code is not 


overbroad as it does not criminalize all cases of unauthorized use of a computer. 
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CONCLUSION 


[103] Considering that Ms. Manning was convicted of an offence outside Canada that if 
committed in Canada would constitute an offence under an act of Parliament punishable by a 


term of imprisonment of at least 10 years; 


[104] Considering that the defense of necessity has not been made out; 


[105] Considering that the provision of the Criminal Code which supports the equivalency is 


not unconstitutional; 


[106] The panel finds Ms. Manning inadmissible to Canada under s.36(1)(b) of the IRPA and 


issues a deportation order against her pursuant to section 229(1)(c) of the Regulations. 


(Signed) Marisa Musto 
Marisa Musto, Member 


April 8, 2022 
Date 


Appeal and judicial review — If you hold a permanent resident visa or if you are a permanent resident or a 
protected person, you may have the right under subsection 7(2) of the Immigration Division Rules to 
appeal to the Immigration Appeal Division from this decision in accordance with section 63 of the 
Immigration and Refugee Protection Act. If you do not have the right to appeal, you have the right 
pursuant to section 72 of the Immigration and Refugee Protection Act to make an application to the 
Federal Court for judicial review of this decision, with leave of that Court. You may wish to get advice 
from counsel as soon as possible, since there are time limits for this application. 


Oe: Anthony Lashley and Josée Barrette - Counsels for the Minister 
Joshua Blum and Alexandra Gill — Counsels for the Person concerned 


